
                                  

AGENDA
For a meeting of the

GOVERNANCE AND AUDIT COMMITTEE
to be held on

THURSDAY, 20 SEPTEMBER 2018
at

2.00 PM
in the

RIVER ROOM, JUBILEE CHURCH LIFE CENTRE, 1-5 LONDON 
ROAD, GRANTHAM. NG31 6EY

Aidan Rave, Chief Executive    

Chairman
Councillor Ian Stokes

Councillor Phil Dilks
Councillor Damian Evans
Councillor David Mapp (Vice-Chairman)

Councillor Peter Stephens
Councillor Brian Sumner
Councillor Paul Wood

Committee Support
Officer:

Anita Eckersley Tel: 01476 406517
E-mail: a.eckersley@southkesteven.gov.uk

PLEASE NOTE THE VENUE

Members of the Committee are invited to attend the above meeting to consider 
the items of business listed below.

1  MEMBERSHIP 

The Committee to be notified of any substitute members.

2  APOLOGIES 

3  DISCLOSURE OF INTERESTS 

Members are asked to disclose any interests in matters for consideration at 
the meeting.

4  MINUTES OF THE MEETING HELD ON 25 JULY 2018 (Pages 3 - 7)

5  UPDATES FROM PREVIOUS MEETING 



6  OMBUDSMAN ANNUAL REPORT 2017/18 (Pages 9 - 19)

Report LDS314 of the Deputy Leader of the Council.
(Enclosed)

7  INTERNAL AUDIT PROGRESS REPORT (Pages 21 - 65)

Report CFM460 of the Cabinet Member for Finance.
(Enclosed)

8  RISK MANAGEMENT FRAMEWORK 2018-2020 (Pages 67 - 89)

Report CFM469 of the Cabinet Member for Finance.
(Enclosed)

9  COUNTER FRAUD ANNUAL REPORT 2018-2020 (INCLUDING THE 
COUNTER FRAUD STRATEGY) (Pages 91 - 113)

Report CFM470 of the Cabinet Member for Finance.
(Enclosed)

10  UPDATE TO MEMBERS ON THE ISSUE OF FROZEN CONDENSATE 
PIPES OVER THE RECENT COLD PERIOD. (Pages 115 - 118)

Report of the Cabinet Member for Housing.
(Enclosed)

11  ANY OTHER BUSINESS, WHICH THE CHAIRMAN, BY REASONS OF 
SPECIAL CIRCUMSTANCES, DECIDES IS URGENT. 



MINUTES
GOVERNANCE AND AUDIT 
COMMITTEE
WEDNESDAY, 25 JULY 2018

COMMITTEE MEMBERS PRESENT
Councillor David Mapp (Vice-Chairman)
Councillor Ian Stokes (Chairman)
Councillor Brian Sumner
Councillor Paul Wood

CABINET MEMBERS
Councillor Jacky Smith, Cabinet Member for Community, Health, Wellbeing and 
Skills

AUDIT
External Audit – KPMG, Mike Norman, Manager

OFFICERS
Strategic Director Resources (Debbie Muddimer)
Assistant Director Resources (Richard Wyles)
Financial Accounting Team Leader (Alison Hall-Wright)
Assistant Director Housing (Harry Rai)
Civic and Democratic Officer (Anita Eckersley)

15. APOLOGIES

An apology for absence was received from Councillor Damian Evans.

An apology for absence had also been received from Councillor Adam Stokes. 

16. DISCLOSURE OF INTERESTS

No interests were disclosed.

17. MINUTES OF THE MEETING HELD ON 21 JUNE 2018

The minutes of the meeting held on 21 June 2018 were proposed, seconded 
and agreed as a correct record.

18. UPDATES FROM PREVIOUS MEETING

The Assistant Director Housing provided a brief verbal update on the 
monitoring of the Gas Boiler Company and the issues experienced with frozen 
pipes during the Winter.  He referred to a request from Members at a previous 
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meeting for a report on what action was being taken to ensure there were no 
frozen pipes in the future and what monitoring process of the Gas Boiler 
Company was in place. He informed the Committee that a report would be 
presented to the next meeting of the Committee and would contain greater 
detail on the work being undertaken to ensure that the issues did not arise in 
the future.

The Assistant Director Resources circulated a briefing note that provided 
Members with an update they had requested regarding IT Services and Cyber 
Security Internal Audit. In respect of remote working, the IT Security Policy and 
the associated Remote Working Policy had been updated. A remote working 
form was to be issued as part of the new flexible process when the lap tops 
were deployed in October 2018.  This would enable remote working. 

The third-party access register had been updated and now included; the period 
for which access was required, a review period for granting access and 
confirmation that a confidentiality agreement had been signed and retained.

In respect of password expiry dates this would be more technically feasible 
once the old Thin Client solution had been phased out. 

The Committee was assured that Internal Audit would be checking and 
monitoring the position in respect of the of the above aspects.

19. AUDITED STATEMENT OF ACCOUNTS 2017/18

Mr Norman, KPMG presented the External Audit Report ISA260 2017/18 and 
commented on the impact of the new compressed timescales.  He stated that 
KPMG anticipated that, subject to normal closing procedures, an unqualified 
opinion on the Council’s 2017/18 financial statements would be given before 
the deadline of 31 July 2018. 

Information checks from third parties was still required.  Some risks had been 
identified based on the initial assessments on Valuation of PPE and Pension 
Liabilities but these were common to all local authorities and partly due to the 
change in timescales.  In respect of the earlier statutory closedown timescale, 
the Authority had worked  with KPMG to try and understand the steps required 
to meet the new deadlines.  No audit adjustments were required. The quality 
and production of the work provided received an unqualified opinion.

External Audit was required to provide a separate value for money conclusion 
as prescribed by the National Audit Office. No significant risks had been 
identified. Mr Norman explained that the 2017/18 Value for Money conclusion 
considered whether the Authority had proper arrangements in place to ensure 
properly informed decisions were taken and that the appropriate resources 
were deployed to achieve planned and sustainable outcomes for tax payers 
and local people. 
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The conclusion was that the Authority had proper arrangements in place to 
ensure properly informed decisions and appropriate resources were deployed 
to achieve planned and sustainable outcomes for tax payers and local people. 
KPMG recognised the ambitions set by the Authority and confirmed there were 
no concerns that needed to be brought to the attention of Members.
 
External Audit reported that a balanced approach had been identified in all 
aspects where an audit had been undertaken and there were no concerns 
regarding accounting policies, accounting estimates and financial statement 
disclosures. The requested working papers had been supplied at the start of 
the audit progress and the officers’ response to further requests for working 
papers and information had been efficient.

Reference was made to materiality for the Authority’s accounts being set at 
£1.5m which was unchanged from the External Audit Plan.  This figure equated 
to around 2% of gross expenditure.  The Letter of Management Representation 
did not contain anything that required Members’ attention.
 
Mr Norman confirmed that all the requirements relating to objectivity and 
independence had been complied with.  In addition officers were commended 
for their help and assistance noting that it was a good outcome for the 
authority. 
 
In response to a Members query about whether the Committee was required to 
meet with auditors without officers present which had been noted at some 
recent Audit Training, the Assistant Director, Resources, noted that it was good 
practice to meet with the Auditors and could be arranged if Members requested 
it. Mr Norman commented that meetings would normally only be arranged if 
Members had concerns they felt should be brought to the attention of the 
Auditors, but there was no specific requirement to meet in private with 
Committee Members.

Discussion took place on the Audit Standards Risk Base approach and material 
errors.

DECISION

That the recommendations, including the signing of the Letter of 
Representation, listed in report number CFM461 were proposed, 
seconded and on being put to the vote, agreed:

 That the revised Statement of Accounts 2017/18 be approved
 That the Committee notes the outcome of the audit work
 That the Committee approve the publication of the summary of 

accounts on the Council’s website, and
 That the Committee approves the signing of the letter of 

representation by management
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The meeting adjourned 2.25pm to 2.30pm.

20. TREASURY MANAGEMENT OUTTURN 2017/18 REPORT

The Assistant Director Resources presented Report number CFM465 that 
provided Members with details of the Council’s borrowing and investment 
portfolios as at 31 March 2018. 

The Council was required by regulations issued under the Local Government 
Act 2003 to produce an annual treasury management review of activities and 
performance against prudential and treasury indicators for 2017/18. This report 
met the requirements of both the CIPFA Code of Practice on Treasury 
Management (the Code) and the CIPFA Prudential Code for Capital Finance in 
Local Authorities (the Prudential Code).

The Governance and Audit Committee had delegated powers from Council to 
deal with matters relating to the Council’s Treasury Management activities.  
Specifically it had the responsibility to monitor, review and amend as 
appropriate the Council approved Treasury Management Strategy during the 
course of the financial year.  The Committee during the course of 2017/18 
exercised its delegated powers by reviewing the Treasury Management 
Strategy at its meeting on 14 December 2017.  Greater regulatory onus placed 
on Members meant they were required to review and scrutinise treasury 
management policy and activities. The report provided details of the outturn 
position following treasury activities and highlighted compliance with the 
Council’s policies previously approved by Members.

During the 2017 Bank Rates increased and as a result of the slight increase in 
base rate, a higher than anticipated income from investments had been 
achieved. Slippage on Capital Income coupled with the higher income meant 
that even though overall performance rates were lower due to the depressed 
markets, the actual amount of investment income generated was £388k 
compared to the forecasted figure of £158k. 

The Committee was informed that quarterly monitoring was undertaken on 
investment income levels. Reference was made to the loan repayment of £25m 
in 2020 in respect of the HRA self-financing payment loans and the long term 
outstanding debt as at 31 March 2018 of £99.100m. No long term borrowing 
was required in 2017/18.

As at 31 March 2018, outstanding short term borrowing was £3.222m.

The Bank rate increase in November 2017 had meant that the accounts had 
healthier balances and provided an opportunity for short term fixed deposits to 
be made for amounts ranging from £1 million to £6 million.  These short term 
fixed rate deposits amounted to £52 million as at 31 March 2018. There was 
also £6.785m invested in instant access deposit accounts and notice accounts 
including Money Market Funds. 
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Benchmarking information showed that the Council consistently performed 
better than neighbouring authorities in respect of average return rates. The 
Committee was informed that the current strategy together with the midterm 
figures would be provided at the next meeting.

In response to a Member’s query about professional advice being sought on 
investments and who made the decisions, the Assistant Director noted that the 
Investment Strategy document had been agreed by Council and set out the 
processes and protocols to be followed. There were restrictions on certain 
types of organisations that the Council could invest in but there was a 
dedicated officer who monitored the investments and this was always overseen 
by the Strategic Director and the Assistant Director for Resources.

It was proposed, seconded and agreed that the contents of the annual report 
on Treasury Management Activity for 2017/18 be noted and approved.

Decision:

The Committee noted and approved the contents of the annual report on 
Treasury Management Activity for 2017/18.

21. CLOSE OF THE MEETING

The meeting closed at 2.40pm.
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GOVERNANCE & AUDIT COMMITTEE

Report of: Councillor Kelham Cooke
The Deputy Leader of the Council

Report to:

Date:

Subject:

Governance & Audit Committee

20 September 2018

Ombudsman Annual Review Letter 2017/18 (LDS314)

Decision
Proposal:

Annual report

Relevant 
Cabinet 
Member:

Councillor Kelham Cooke, the Deputy Leader of the Council

Report author:

Reviewed by:

Signed off by:

Approved for 
publication

Jo Toomey, Principal Democracy Officer
Tel: 01476 40 61 52
E-mail: j.toomey@southkesteven.gov.uk 
Date: 24 August 2018

Lucy Youles, Solicitor to the Council
Tel: 01476 40 61 05
E-mail: l.youles@southkesteven.gov.uk 
Date: 5 September 2018

Debbie Muddimer, Strategic Director, Resources
Tel: 01476 40 63 01
E-mail: debbie.muddimer@southkesteven.gov.uk 
Date: 7 September2018

Councillor Kelham Cooke
Date: 10 September 2018

SUMMARY

Each year the Local Government and Social Care Ombudsman produces an Annual 
Review Letter for local authorities detailing the number and type of complaints received 
and decisions made relating to each authority. The annual review letter for the period 
from 1 April 2017 to 31 March 2018 relating to South Kesteven District Council is attached 
to this report as an Appendix.

9

Agenda Item 6

mailto:j.toomey@southkesteven.gov.uk
mailto:l.youles@southkesteven.gov.uk
mailto:debbie.muddimer@southkesteven.gov.uk


RECOMMENDATION

It is recommended that the Governance and Audit  Committee notes the contents of the 
Local Government Ombudsman Annual Review Letter for the period 1 April 2017 to 31 
March 2018, which is attached to this report as an Appendix.

1. BACKGROUND TO REPORT

1.1 The statistics provided with the Annual Review Letter set out in the attached 
Appendix show that for the year up to 31 March 2018, the Local Government 
Ombudsman (LGO) received 15 complaints relating to services provided by this 
Council. For the same period the LGO made 14 decisions relating to the services 
provided by this Council. One decision made related to a complaint which had 
been made in the period before 1 April 2017.

1.2 Of the 14 decisions made during the period of the Annual Review Letter, 8 were 
referred back to the Council for local resolution.

1.3 Of the remaining 6 decisions made by the LGO, 3 were closed after initial 
enquiries, while the remaining 3 were subject to investigation by the 
Ombudsman. One of the 3 complaints that were investigated one was upheld 
and remedied by the Local Government Ombudsman. The complaint that was 
upheld related to the service and evidence of the posting of notices relating to a 
planning application. The LGO recommendations relating to an apology to the 
complainant and retaining evidence of the posting of notices were carried out. 

1.4 The first complaint that was not upheld related to planning and development; the 
LGO found that the Council’s processes in response to an alleged breach of 
planning conditions were appropriate and carried out correctly. The second 
complaint that was not upheld related to a determination of intentional 
homelessness.

1.5 The 15 complaints received is an increase of 2 from the period 1 April 2016 to 31 
March 2017. Of the 15 complaints made, 7 related to Planning and Development, 
3 related to Corporate Services, 4 related to Housing and 1 related to Benefits 
and Tax.

2. OTHER OPTIONS CONSIDERED

2.1 No other options have been considered as part of this report.

3. RESOURCE IMPLICATIONS 

3.1 There are no resources implications arising from this report.

4. RISK AND MITIGATION 

4.1 Risk has been considered as part of this report and no high risks were 
identified. 
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5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

5.1 No equality analysis is required in respect of this report.

6. CRIME AND DISORDER IMPLICATIONS

6.1 There are no crime and disorder implications arising from this report.

7. COMMENTS OF FINANCIAL SERVICES

7.1 There are no financial implications relating to the contents of the annual review 
letter.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES

8.1 The procedure relating to the Local Government Ombudsman’s investigations is 
set out at Part 3 of the Local Government Act 1974.

9. COMMENTS OF OTHER RELEVANT SERVICES 

9.1 None. 

10. APPENDICES

10.1 Appendix – LGO Annual Review Letter 2017/18

11. BACKGROUND PAPERS

11.1 LGO Annual Reports: https://www.lgo.org.uk/information-centre/reports/lgo-
annual-reports 
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18 July 2018

By email

Aidan Rave
Chief Executive
South Kesteven District Council

Dear Aidan Rave,

Annual Review letter 2018

I write to you with our annual summary of statistics on the complaints made to the
Local Government and Social Care Ombudsman (LGSCO) about your authority for the year
ended 31 March 2018. The enclosed tables present the number of complaints and enquiries
received about your authority and the decisions we made during the period. I hope this
information will prove helpful in assessing your authority’s performance in handling
complaints.

Complaint statistics
In providing these statistics, I would stress that the volume of complaints does not, in itself,
indicate the quality of the council’s performance. High volumes of complaints can be a sign
of an open, learning organisation, as well as sometimes being an early warning of wider
problems. Low complaint volumes can be a worrying sign that an organisation is not alive to
user feedback, rather than always being an indicator that all is well. So, I would encourage
you to use these figures as the start of a conversation, rather than an absolute measure of
corporate health. One of the most significant statistics attached is the number of upheld
complaints. This shows how frequently we find fault with the council when we investigate.
Equally importantly, we also give a figure for the number of cases where we decided your
authority had offered a satisfactory remedy during the local complaints process. Both figures
provide important insights.

I want to emphasise the statistics in this letter reflect the data we hold, and may not
necessarily align with the data your authority holds. For example, our numbers include
enquiries from people we signpost back to the authority, some of whom may never contact
you.

In line with usual practice, we are publishing our annual data for all authorities on our
website, alongside an annual review of local government complaints. The aim of this is to be
transparent and provide information that aids the scrutiny of local services.
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Future development of annual review letters
Last year, we highlighted our plans to move away from a simplistic focus on complaint
volumes and instead turn focus onto the lessons that can be learned and the wider
improvements we can achieve through our recommendations to improve services for the
many. We have produced a new corporate strategy for 2018-21 which commits us to more
comprehensibly publish information about the outcomes of our investigations and the
occasions our recommendations result in improvements to local services.

We will be providing this broader range of data for the first time in next year’s letters, as well as
creating an interactive map of local authority performance on our website. We believe this
will lead to improved transparency of our work, as well as providing increased recognition to
the improvements councils have agreed to make following our interventions. We will
therefore be seeking views from councils on the future format of our annual letters early next
year.

Supporting local scrutiny
One of the purposes of our annual letters to councils is to help ensure learning from
complaints informs scrutiny at the local level. Sharing the learning from our investigations
and supporting the democratic scrutiny of public services continues to be one of our key
priorities. We have created a dedicated section of our website which contains a host of
information to help scrutiny committees and councillors to hold their authority to account –
complaints data, decision statements, public interest reports, focus reports and scrutiny
questions. This can be found at www.lgo.org.uk/scrutiny I would be grateful if you could
encourage your elected members and scrutiny committees to make use of these resources.

Learning from complaints to improve services
We share the issues we see in our investigations to help councils learn from the issues
others have experienced and avoid making the same mistakes. We do this through the
reports and other resources we publish. Over the last year, we have seen examples of
councils adopting a positive attitude towards complaints and working constructively with us
to remedy injustices and take on board the learning from our cases. In one great example, a
county council has seized the opportunity to entirely redesign how its occupational therapists
work with all of it districts, to improve partnership working and increase transparency for the
public. This originated from a single complaint. This is the sort of culture we all benefit from –
one that takes the learning from complaints and uses it to improve services.

Complaint handling training
We have a well-established and successful training programme supporting local authorities
and independent care providers to help improve local complaint handling. In 2017-18 we
delivered 58 courses, training more than 800 people. We also set up a network of council
link officers to promote and share best practice in complaint handling, and hosted a series of
seminars for that group. To find out more visit www.lgo.org.uk/training.

Yours sincerely,

Michael King

Local Government and Social Care Ombudsman

Chair, Commission for Local Administration in England
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Local Authority Report: South Kesteven District Council
For the Period Ending: 31/03/2018

For further information on how to interpret our statistics, please visit our website:
http://www.lgo.org.uk/information-centre/reports/annual-review-reports/interpreting-local-authority-statistics

Complaints and enquiries received

Adult Care
Services

Benefits and
Tax

Corporate
and Other
Services

Education
and

Children’s
Services

Environment
Services

Highways
and

Transport
Housing

Planning and
Development

Other Total

0 1 3 0 0 0 4 7 0 15

Decisions made Detailed Investigations

Incomplete or
Invalid

Advice Given

Referred
back for

Local
Resolution

Closed After
Initial

Enquiries
Not Upheld Upheld Uphold Rate Total

0 0 8 3 2 1 33% 14

Notes Complaints Remedied

Our uphold rate is calculated in relation to the total number of detailed investigations.

The number of remedied complaints may not equal the number of upheld complaints.
This is because, while we may uphold a complaint because we find fault, we may not
always find grounds to say that fault caused injustice that ought to be remedied.

by LGO
Satisfactorily by

Authority before LGO
Involvement

1 0
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Reference Authority Category Decided Decision Remedy
16017827 South Kesteven District Council Planning & Development 22/08/2017 Upheld Other Remedy
16019169 South Kesteven District Council Planning & Development 12/07/2017 Closed after initial enquiries Null
17001985 South Kesteven District Council Housing 09/05/2017 Referred back for local resolution Null
17003680 South Kesteven District Council Planning & Development 19/10/2017 Not Upheld Null
17009061 South Kesteven District Council Planning & Development 04/09/2017 Referred back for local resolution Null
17009466 South Kesteven District Council Housing 08/09/2017 Referred back for local resolution Null
17010751 South Kesteven District Council Housing 04/12/2017 Not Upheld Null
17011167 South Kesteven District Council Planning & Development 10/10/2017 Referred back for local resolution Null
17012910 South Kesteven District Council Corporate & Other Services 04/12/2017 Referred back for local resolution Null
17013391 South Kesteven District Council Planning & Development 17/11/2017 Referred back for local resolution Null
17013414 South Kesteven District Council Corporate & Other Services 04/01/2018 Closed after initial enquiries Null
17015949 South Kesteven District Council Corporate & Other Services 08/02/2018 Closed after initial enquiries Null
17017017 South Kesteven District Council Planning & Development 30/01/2018 Referred back for local resolution Null
17017829 South Kesteven District Council Planning & Development 13/02/2018 Referred back for local resolution Null
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Reference Authority Category Received
16016803 South Kesteven District Council Housing 27/03/2018
16019169 South Kesteven District Council Planning & Development 13/06/2017
17001985 South Kesteven District Council Housing 09/05/2017
17003680 South Kesteven District Council Planning & Development 06/06/2017
17009061 South Kesteven District Council Planning & Development 04/09/2017
17009466 South Kesteven District Council Housing 08/09/2017
17010751 South Kesteven District Council Housing 02/10/2017
17011167 South Kesteven District Council Planning & Development 10/10/2017
17011785 South Kesteven District Council Benefits & Tax 19/10/2017
17012910 South Kesteven District Council Corporate & Other Services 09/11/2017
17013391 South Kesteven District Council Planning & Development 17/11/2017
17013414 South Kesteven District Council Corporate & Other Services 17/11/2017
17015949 South Kesteven District Council Corporate & Other Services 11/01/2018
17017017 South Kesteven District Council Planning & Development 30/01/2018
17017829 South Kesteven District Council Planning & Development 13/02/2018
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GOVERNANCE AND AUDIT COMMITTEE

Report of: Councillor Adam Stokes
Cabinet Member for Finance

Report to:

Date:

Subject:

GOVERNANCE AND AUDIT COMMITTEE

20 September 2018

CFM460 Internal Audit Progress Report:
1 April 2018 – 31 August 2018

Decision
Proposal: Committee decision

Relevant 
Cabinet 
Member:

Councillor Adam Stokes
                               Cabinet Member for Finance

Report author:

Reviewed by:

Signed off by:

Approved for 
publication:

Tracey Elliott – Governance & Risk Officer
01476 406038 – t.elliott@southkesteven.gov.uk
6 September 2018

Richard Wyles – Assistant Director Resources
01476 406210 – r.wyles@southkesteven.gov.uk
6 September 2018

Debbie Muddimer  – Strategic Director Resources
01476 406301 – debbie.muddimer@southkesteven.gov.uk
6 September 2018

Councillor Adam Stokes – Cabinet Member for Finance
7 September 2018 

SUMMARY

In accordance with Public Sector Internal Audit Standards the internal audit service 
provides assurance on the adequacy and effectiveness of the authority’s governance, 
risk management and control arrangements. The opinion provided within individual 
reports issued to management contributes towards an annual audit opinion that forms 
part of the framework of assurances that informs the Council’s Annual Governance 
Statement.
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RECOMMENDATION

Governance and Audit Committee is requested to review and note the contents of the 
attached progress report that has been prepared by the internal auditors RSM.  

1. BACKGROUND TO REPORT

1.1 Introduction 

This is the first in a series of regular in-year progress reports summarising the 
results of work undertaken by the internal audit service. This report covers the 
period from 1 April 2018 to 31 August 2018.  

1.2 Summary of Work Undertaken from 1 April 2018 – 31 August 2018

The internal audit plan for 2018-19 was approved by this Committee on 22 March 
2018 and this report provides details of progress against the plan – see Appendix 
A – accompanying report prepared by RSM.  

During the period 1 April 2018 – 31 August 2018 five reports have been finalised.  
A representative from RSM will be in attendance at the meeting to present and 
respond to any questions raised by members in relation to the key findings in 
their reports.

Number of Management Actions

Audit Opinion

Lo
w

M
ed

iu
m

H
ig

h

To
ta

l

A
cc

ep
te

d 
Pre-application Fees Amber Green 2 2 - 4 4

NNDR Green 2 - - 2 2

CCTV Green 1 - - 1 1

Recruitment & 
Retention Amber Green 5 3 - 8

Rent Collection & 
Arrears Amber Green - 3 - 3 3

Total 10 8 - 18
56% 44% 100%

2. OTHER OPTIONS CONSIDERED

None
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3. RESOURCE IMPLICATIONS 

This report has no direct impact on the Council’s resources, including 
finance/budget, people, land/property etc.

4. RISK AND MITIGATION 

None

5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

None.

6. CRIME AND DISORDER IMPLICATIONS

None

7. COMMENTS OF FINANCIAL SERVICES

These are included in the report.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES 

Section 151 of the Local Government Act 1972 and the Accounts and Audit 
Regulations require every local authority to maintain an adequate and effective 
internal audit service that would include a review of progress. Those charged with 
governance are asked to review the contents of the attached report which 
summarises the work undertaken by the internal auditors that provides a review 
of the progress for the period from 1 April 2018 – 31 August 2018.

9. COMMENTS OF OTHER RELEVANT SERVICES

None

10.     APPENDICES

Appendix A – Internal Audit Progress Report prepared by RSM

11. BACKGROUND PAPERS

None
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SOUTH KESTEVEN DISTRICT COUNCIL 
Internal Audit Progress Report 
Governance and Audit Committee 

20 September 2018 
 
This report is solely for the use of the persons to whom it is addressed.  
To the fullest extent permitted by law, RSM Risk Assurance Services LLP  
will accept no responsibility or liability in respect of this report to any other party.

Page 1 of 41
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The internal audit plan for 2018/19 was approved by the Governance and Audit Committee on 22 March 2018. Below 
provides a summary update on progress against that plan and summarises the results of our work to date. Please see 
chart below for current progress with the plan.  

 

 

33% 6% 6% 55%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

1

Assignments Complete Assignments in Draft Assignments in Progress Assignments Not Yet Due

1 INTRODUCTION 

Page 3 of 41
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This table informs of the audit assignments that have been completed and the impacts of those findings since the last 
Governance and Audit Committee held. The Executive Summary and Key Findings of the assignments below are 
attached to this progress report.  

Assignments Status Opinion issued Actions agreed 
 H M L

Pre-Application Fees (2.18/19) Final 

 

0 2 2 

NNDR (3.18/19) Final 

 

0 0 2 

CCTV (5.18/19) Final 

 

0 0 1 

Recruitment and Retention 
(6.18/19) Final 

 

0 3 5 

Rent Collection and Arrears 
(7.18/19) Final 

 

0 3 0 

 

 

 

 

2 REPORTS CONSIDERED AT THIS GOVERNANCE 
AND AUDIT COMMITTEE 
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2.1 Impact of findings to date 

 

Pre-Application Fees 
Conclusion: Reasonable Assurance 

Impact on Annual Opinion: Positive 

As a result of testing, two medium and two low priority actions were identified. Management actions 
were agreed in respect of these findings. 

The medium priority findings were in relation to: 

• Testing a sample of 20 pre-applications identified nine instances where the 20-day response 
deadline was not met; and  

• Reconciliations between actual amounts received by Finance and the determined fees recorded 
on Uniform had not been carried out since January 2018. 

 

NNDR 
Conclusion: Substantial Assurance 

Impact on Annual Opinion: Positive 

As a result of testing, two low priority actions were identified. Management actions were agreed in 
respect of these findings.  

 

CCTV 
Conclusion: Substantial Assurance 

Impact on Annual Opinion: Positive 

As a result of testing, one low priority action was identified. A management action was agreed in 
respect of this finding.  

 

Recruitment and Retention 
Conclusion: Reasonable Assurance 

Impact on Annual Opinion: Positive 

As a result of testing, three medium and five low priority actions were identified. Management 
actions were agreed in respect of these findings. 

The medium priority findings were in relation to: 

• For a sample of eight new starters where shortlisting scoring sheets were required, these were 
not provided for three employees, therefore we could not confirm that the process was carried out 
as required. 

• Testing of the sample of 20 new starters identified eight instances where no references were on 
file and two instances where only one reference was on file. 

• There is no evidence of training being delivered consistently to staff involved in the recruitment 
process. From our testing of new starters, we identified 15 Line Managers who were involved in 
the recruitment process. For 10 Line Managers, it could not be verified that they had attended any 
recruitment training.  
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Rent Collection and Arrears 
Conclusion: Reasonable Assurance 

Impact on Annual Opinion: Positive 

As a result of testing, three medium priority actions were identified. Management actions were 
agreed in respect of these findings. 

The medium priority findings were in relation to: 

• For a sample of 20 arrears case testing identified that in four cases the actions were not always 
being undertaken on a timely basis.   

• The rent increase letter for 2018/19 does not include the date the letter was sent and also the 
letter was not sent to the tenants early enough to give the required 28 days’ notice to the tenants 
of the rent increases.   

• For a sample of 15 write offs, testing identified that in one case the write off was not authorised in 
accordance to the delegated authority set out in the Corporate Debt Management Policy 2016. 
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Assignment area Timing per 
approved IA 
Plan 2018/19 

Status Target Governance 
and Audit Committee 
per the IA Plan 
2018/19

General Data Protection Regulation (GDPR) 
Governance (4.18/19) 

Quarter 2 Draft report issued 20 September 2018 

Land Charges Quarter 2 In Progress 13 December 2018

Construction Regulations Quarter 2 Not started 13 December 2018

Follow Up Quarter 2 Not started 21 March 2019

IT Review Quarter 3 Not started 21 March 2019

Members Allowances and Expenses Quarter 3 Not started 21 March 2019

Purchase Orders and Creditors Quarter 3 Not started 21 March 2019

Payroll and Expenses Quarter 3 Not started 21 March 2019

Fire Safety Quarter 3 Not started 21 March 2019

Programmes and Performance Management Quarter 4 Not started 21 March 2019

Corporate Governance Quarter 4 Not started 21 March 2019

Housing Benefits (Including Electronic Benefits) Quarter 4 Not started 21 March 2019
 

3 LOOKING AHEAD 
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4.1 Changes to the audit plan  
Auditable area Reason for change
Recruitment and Retention At the request of the Council we have been requested to 

undertake a review of the recruitment and retention 
process in place of the flexible working audit. 

 

4.2 Quality Assurance and Continual Improvement  
To ensure that RSM remains compliant with the PSIAS framework we have a dedicated internal Quality Assurance 
Team who undertake a programme of reviews to ensure the quality of our audit assignments. This is applicable to all 
Heads of Internal Audit, where a sample of their clients will be reviewed. Any findings from these reviews being used 
to inform the training needs of our audit teams. 

The Quality Assurance Team is made up of: Ross Wood (Manager, Quality Assurance Department) with support from 
other team members across the Department. All reports are reviewed by James Farmbrough as the Head of the 
Quality Assurance Department. 

This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes 
and training needs assessments. 
 

4.3 Post Assignment Surveys  
We are committed to delivering an excellent client experience every time we work with you. Your feedback helps us to 
improve the quality of the service we deliver to you. Currently, following the completion of each product we deliver we 
attached a brief survey for the client lead to complete.  

We would like to give you the opportunity to consider how frequently you receive these feedback requests; and 
whether the current format works. Options available are: 

• After each product (current option); 
• Monthly / quarterly / annual feedback request; and 
• Executive lead only, or executive lead and key team members. 

 

 

 

  

4 OTHER MATTERS 
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APPENDIX A: INTERNAL AUDIT ASSIGNMENTS 
COMPLETED TO DATE 
Report previously seen by the Governance and Audit Committee and included for information purposes only: 

Assignment Status Opinion issued 
Actions agreed

H M L
Follow Up 1 (1.18/19) Final Reasonable progress 0 1 2
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rsmuk.com 

As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject 
to its ethical and other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-
standards-and-guidance. 
 
The matters raised in this report are only those which came to our attention during the course of our review and are 
not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made. 
Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not be 
taken as a substitute for management’s responsibilities for the application of sound commercial practices. We 
emphasise that the responsibility for a sound system of internal controls rests with management and our work should 
not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied upon to 
identify all circumstances of fraud and irregularity should there be any. 
 
Our report is prepared solely for the confidential use of South Kesteven District Council, and solely for the purposes 
set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party 
wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any third 
party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. 
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in 
respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature 
which is caused by any person’s reliance on representations in this report. 
 
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save 
as otherwise permitted by agreed written terms), without our prior written consent. 
 
We have no responsibility to update this report for events and circumstances occurring after the date of this report.  
 
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 
6th floor, 25 Farringdon Street, London EC4A 4AB. 

 

Chris Williams, Head of Internal 
Audit 

chris.williams@rsmuk.com 

Address: 
RSM Risk Assurance Services LLP 
Suite A, 7th Floor 
City Gate East 
Tollhouse Hill 
Nottingham NG1 5FS 

Phone: 01159 644450 
Mobile: 07753 584993 

FOR FURTHER INFORMATION CONTACT 
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1.1 Background  
An audit of Pre-Application Fees has been undertaken as part of the approved internal audit periodic plan for 2018/19. 

The scheme of charges for pre-application advice was introduced by the Council from 1 April 2013. There are a 
number of benefits, to both the public and the Council, of pre-application discussions/advice. Some of these include: 
saving time and money; reducing the number of unsuccessful planning applications; and making sure that applicants 
provide enough information to support their final application. Pre-application discussions/advice allow an applicant to 
'test the water' on the likely acceptability of a scheme and provides early indication of the Council’s view of a 
development. 

Software is used to manage the planning processes and all requests for pre planning advice are recorded onto the 
software and work is not commenced until the applicable fees have been received. On receipt of the application and 
the fees a Planning Officer is allocated to assess the application. A full written response is provided within 20 working 
days.  

For 2017/18 pre-application fees totalling circa £30,000 were received by the Council.  

 

1.2 Conclusion  
This review has confirmed that adequate controls are in place regarding pre-application advice and controls are 
generally being complied with, however weakness were identified, and we have agreed two medium and two low 
category management actions. The medium category management actions relate to the target times for the response 
not always being met; and a reconciliation of the fees recorded on the software to the fees recorded on the finance 
system not always being undertaken.      

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take reasonable assurance that the controls in place to 
manage this risk are suitably designed and consistently 
applied. However, we have identified issues that need to 
be addressed in order to ensure that the control 
framework is effective in managing the identified risk(s). 

 

 
 

 

 

 

 

PRE-APPLICATION FEES - EXECUTIVE SUMMARY 
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1.3 Key findings 
The key findings from this review are as follows: 

• Comprehensive procedure notes in relation to pre-application planning advice process are in place. The 
procedures provide a step-by-step guide to the planning process and includes a table of fees.  

• The fees are subject to review annually by the Budget Overview and Scrutiny Committee and were last reviewed 
and approved on 10 January 2018. 
 

• For a sample of 20, testing confirmed that in two cases the pre-application fees were not paid as the application for 
advice was not progressed and in the remaining 18 cases the fees were received before the application was 
processed. 

• The Council do not have debtors in respect to those customers applying for pre-application advice as the advice is 
only given on receipt of the fees. On testing the same sample of 20 pre-application advice applications no issues 
were noted for the collection and receipting of the fees.   

• The income and costs of the service is monitored each month by the Head of Development Management via the 
Budget Reports provided by Finance.     

• A new initiative has been introduced to promote the pre-application advice service. Training is being provided to 
Council Members and the service is also promoted at the Development Control Committee meetings which are 
attended by applicants and builders. 

However, the two ‘medium’ and two ‘low’ category findings are in relation to:   

• On testing a sample of 20 Pre-Planning advice applications it was noted that of the 17 cases where a response 
was provided to the applicant by email, the responses were not provided within 20 working days of the valid date 
(date when all the relevant information and the fees have been received and work commences on the application).  

• Testing established the reconciliation of the fees recorded in the software to the fees recorded on the Finance 
system was last undertaken in January 2018.     

• The Pre-Application Procedure and Fees have been published on the Council's website and are available to 
members of the public, however the heading on the fees has not been updated and still states 2017/18 instead of 
2018/19. 

• Procedural guidance is not in place to provide guidance to staff on the processing of pre-application advice 
applications.  
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1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

 

Risk Control 
design not 
effective*

Non-
Compliance 

with controls*

Agreed management actions
Low Medium High 

Failure to identify the relevant planning 
constraints, to consult applicable 
consultees and apply relevant policies. 

1 (9) 3 (9) 2 2 0 

Failure to identify opportunities to improve 
the quality of design or add value to 
proposals. 

0 (4) 0 (4) 0 0 0 

Poor quality planning applications leading 
to delays in time taken to process 
applications, increased numbers of refusals 
and associated appeals. 

0 (1) 0 (1) 0 0 0 

Total 
 

2 2 0 
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2 DETAILED FINDINGS 
Categorisation of internal audit findings 
Priority Definition

Low  There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines.

 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 

Controls 
complied 

with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Risk: Failure to identify the relevant planning constraints, to consult applicable consultees and apply relevant policies.

1 The Council has 
policies and procedures 
in relation to processing 
of pre-planning 
application advice and 
fees. These are in line 
with the Planning and 
Compensation Act 
2003.  

These are current and 
are available to the 
members of the public. 

Yes  No There was adequate information in 
relation to planning advice and fees 
on the Council’s website.  

The table of fees were current and 
were applicable from the start of this 
financial year (1 April 2018). The 
Pre-Application Procedure and Fees 
have been published on the 
Council's website and are available 
to members of the public, however 
the date recorded on the procedure 
is 2017/18 and has not been 
updated to state 2018/19 and as a 
result, service users may raise 
queries about whether the fees 
information is up to date.  

Low  The Pre-Application 
Procedure and Fees will 
be updated to accurately 
state that the fees 
recorded relate to 
2018/19 so there is no 
confusion to whether 
they are up to date and 
current or not. 

30 June 2018 Head of 
Development 
Management 
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Ref Control Adequate 
control 
design 

Controls 
complied 

with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

2 Missing Control  

Procedural guidance is 
in place which 
documents the process 
for pre-application fees.  
This procedural 
guidance is made 
available to the staff. 

No - There are no procedural guidance 
notes in place on the processing of 
the pre-applications advice.  

Where staff have no procedural 
notes to give guidance there is a risk 
that errors may be made in the 
processing of the applications. 

Low Procedural guidance will 
be put into place for staff 
which documents the 
process for pre-
application fees. 

31 August 2018 Head of 
Development 
Management 

3 The responses are sent 
via letter or email and in 
a timely basis. 

Yes No For the sample of 20 pre-
applications, testing identified that:   

a) In one case a formal response 
was not provided as verbal advice 
was given at the site visit.                   

b) In one case the pre planning 
application was not progressed as a 
formal planning application was 
submitted.  

c) In one case the application was 
not progressed as the application 
fee was not received.   

d) In the remaining 17 cases a 
response was provided to the 
applicant by email.   

Testing also identified that: 

a) In nine cases the responses were 
not provided to the applicant with 20 
working days of the valid date (date 
when all the relevant information and 
the fees have been received and 
work commences on the 
application).    

b) Of the nine cases it was noted 
that in three cases the response was 

Medium The Council will 
undertake a review of the 
targets dates to establish 
the reasons for the 
delays in responding and 
will consider introducing 
a different target date for 
applications where 
advice needs to be 
sought from external 
agencies. 

30 September 
2018 

Head of 
Development 
Management 
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Ref Control Adequate 
control 
design 

Controls 
complied 

with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

provided nearly three months after 
the valid date.  

On discussion the Principal Planning 
Officer advised that where 
information is required from external 
agencies - the agencies are 
requested to provide the information 
with 21 days as a result the 
Council's response to the applicant 
may be delayed. 

4 A reconciliation is 
undertaken to agree the 
actual amounts 
received by Finance to 
the determined fees 
recorded on Uniform.  

The Office Manager 
calls off a report from 
Uniform each month 
and a report of the fees 
received is obtained 
from Finance and each 
record is reconciled to 
the finance record. 

Yes No The Office Manager is new to the 
post and advised that the previous 
Office Manager who used to carry 
out the reconciliations retired at the 
end of March 2018.    

It was established that the last 
reconciliation reviewed was last 
undertaken in January 2018. There 
is a risk that any errors/omissions 
may not be identified and in a timely 
basis. 

Medium a) The reconciliations 
between February 2018 
to May 2018 will be 
carried out; and    

b) Going forward the 
reconciliations will be 
carried out on a monthly 
basis. 

31 August 2018 Head of 
Development 
Management 
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1.1 Background  
A review of NNDR was undertaken as part of the approved 2018/19 internal audit periodic plan.  

Business rates are charged on most non-domestic properties and properties used for non-domestic purposes based 
on the property's rateable value. The rateable value of properties is set by the Valuation Office Agency (VOA), with the 
most recent national assessment being made effective as of 1 April 2017, based on an estimate of the open market 
rental value. Payments are collected by Local Authorities on behalf of central government and a proportion of the 
income is transferred to central government and other Local Authorities who are entitled to 'top-up' funding.  

On an annual basis, the VOA sets a rating multiplier for business rates. The multiplier is the number of pence per 
pound of rateable value payable in business rates before any relief or discounts are deducted. For the current financial 
year, the non-domestic rating multiplier set by the VOA is 49.3p and applies to properties with a rateable value of 
£51,000 or more, with the small business non-domestic rating multiplier being 48.0p. 

The revenues and benefits system is used by the Council to maintain records and calculate annual NNDR charges 
and liabilities. Reliefs and exemptions are also applied to accounts within the system and a discounted bill is produced 
where appropriate. Reliefs and exemptions can be claimed in certain circumstances, including for small businesses, 
charities, hardship, rural businesses and empty properties. 

The VOA provides weekly updates to the Council by issuing ratings lists which detail any changes to the rateable 
values of properties within the area. As per the most recent ratings list received on 4 July 2018 there are 4,545 liable 
properties within the district with a total rateable value of £109,015,641. The amount of NNDR collected in 2017/18 
was £41,558,000, a 99.06 per cent collection rate of the £41,954,000 billed. 

1.2 Conclusion  
Through testing of the NNDR control framework at South Kesteven District Council we have confirmed that there are 
adequate controls in place which are consistently complied with. Effective processes are established and there is 
sufficient communication between Council departments to ensure that liable properties are promptly identified. Two 
'low' priority management actions have been raised in relation to empty property inspection reports produced by the 
system and the review of procedures on a cyclical basis as best practice. 

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take substantial assurance that the controls upon which 
the organisation relies to manage the identified risk(s) are 
suitably designed, consistently applied and operating 
effectively. 

 

 
  

NNDR - EXECUTIVE SUMMARY 
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1.3 Key findings 
The key findings from this review are as follows: 

• The Council's Planning Department provides monthly updates to the NNDR Team in relation to the commencement 
and completion of planning building works. These updates are used to monitor and inspect properties to identify any 
liabilities as early as possible. 

• On a weekly basis the Development and Growth Department provides the NNDR Team with a list of planning 
applications received so that the NNDR Team have an awareness and can monitor properties which may become 
liable for business rates. 

• The Systems Support Officer provides the NNDR Team with a list of empty properties on a monthly basis. The list is 
used by Inspection Officers to inspect properties to identify liabilities. 

• The annual multiplier rates which are set by national government and used to calculate liabilities are correctly 
entered within the system so that bills are calculated accurately. 

• Bills are raised during the annual billing process and a reconciliation is prepared to confirm that the correct number 
of bills has been raised.  

• Bills are raised on a daily basis to reflect any amendments which have occurred during the year, such as changes 
to the rateable value of a property which may change the value of its bill. 

• Reports are requested and received from the VOA on a weekly basis, to identify any amendments to properties 
within the area. Amendments can include increases or decreases to the rateable value of a property, or new 
businesses opening, for example. 

• Testing of a sample of 10 amendments identified from weekly VOA reports confirmed that the amendment was 
accurately reflected within the system on a timely basis. 

• The number and total rateable value of properties within the area as per the system is reconciled to VOA reports 
which are received three times per year. The first report is not due until 25 July 2018. 

• A range of payment methods are available to ratepayers to make the payment process as accessible as possible. 
Ratepayers quote their account number when making payment and the funds are automatically allocated to their 
account within the system. If the account number is incorrect the payment is held in a suspense account which is 
regularly reviewed and has a nil balance at the time of audit. Testing of a sample of 20 NNDR payments received 
confirmed that all 20 were accurately allocated to the correct account. 

• Testing of a sample of 20 reliefs and exemptions confirmed that all 20 are correctly applied and eligibility verified. 

• A debt recovery schedule is in place which defines the key dates for issuing reminders, final notices and 
summonses to debtors. Testing of a sample of 20 debts confirmed that all 20 were chased up in line with the debt 
recovery schedule. 

• Refunds are endorsed by one member of staff and authorised by another. Testing of a sample of 20 refunds issued 
confirmed that all 20 were endorsed and authorised by separate people prior to the refund being paid. All 20 
refunds had a valid reason or supporting documentation to support the payment. 

• Collection rates are reported into the performance monitoring system on a monthly basis. 
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Two ‘low’ priority management actions have been agreed in relation to the following weaknesses: 

• Procedure notes are available to staff however, there is no regular review cycle in place to confirm that the 
procedures notes are up to date. The procedure notes may not always be clear to staff; issues identified include 
reference to a staff member who has left, handwritten annotations and a lack of date to assure staff that they are 
using the most recent guidance. Procedure notes seen at similar organisations often include screenshots of the 
system to provide a clear walkthrough of the process to staff.  

• The system has not been identifying all empty properties on the inspection report which is provided to the 
Inspection Officers. This was due to the parameters which were set within the system and has been raised and 
rectified with the system provider during the audit. The properties which were being excluded from the report were 
those which are empty but where the NNDR liability is still being paid (i.e. there is no relief or exemption applied). 
Whilst it is acknowledged that the liabilities for these properties were still being paid, if empty properties are not 
inspected there is a risk that potential changes to liabilities are not identified. 

 

1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

 

 

 

Risk Control 
design not 
effective*

Non-
compliance 
with controls*

Agreed management actions
Low Medium High 

Bills are not raised in a timely manner and 
relevant properties within the District have 
not been identified. 

0 (12) 2 (12) 2 0 0 

Total  
 

2 0 0 

Page 19 of 41

43



 

  South Kesteven District Council NNDR 3.18/19  

2 DETAILED FINDINGS 
Categorisation of internal audit findings 
Priority Definition

Low  There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines.

 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Risk: Bills are not raised in a timely manner and relevant properties within the District have not been identified.

1 Up to date procedures 
are in place and 
available to staff to 
provide guidance on the 
management of NNDR. 

Yes No We were provided with procedure 
notes which cover the key tasks of 
NNDR management. 

We were informed by the NNDR 
Team that these are updated as and 
when there are changes to systems, 
processes or legislation.  

It is best practice that procedures 
are reviewed regularly to confirm 
that they remain up to date and to 
make any amendments required to 
ensure that accurate guidance is 
available to staff.  

Low Procedure notes will be 
reviewed on a cyclical 
basis to ensure that they 
remain current and up-to-
date. The date of next 
review and actual review 
dates will be documented 
on the procedure notes 
so that staff can be 
confident that they are 
using the most up-to-date 
guidance. 

31 July 2018 Revenues and 
Benefits Manager 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

It was noted that the BACS 
procedure note has a number of 
handwritten annotations. These may 
not be clear/legible to some 
members of staff and as best 
practice the procedure notes should 
be typed electronically so that they 
are clear.   

The bank account details 
procedure/cover letter is dated June 
2014, there is a risk that incorrect 
bank details are used by ratepayers 
to make payments if the 
documentation is not regularly 
reviewed.   

The daily cash procedure makes 
reference to contacting a specific 
named individual - this person no 
longer works at the Council therefore 
it may be unclear to users who to 
contact.    

The procedure notes with which we 
were provided are not as detailed as 
those seen at other organisations. 
The guidance could be enhanced by 
adding in screenshots of the 
systems to provide a clear 
walkthrough of the process to users. 

2 A report of void 
properties is generated 
from the NNDR 

Yes No Testing of a sample of 20 empty 
properties identified: 

• 1/20 properties the previous 
requested inspection date was set 

Low The issue of empty 
properties not being 
included on property 
inspection reports has 
been raised with the

30 August 2018 Income Team 
Co-ordinator 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

management system on 
a monthly basis.  

The Inspection Officer 
obtains the system 
report of all current 
empty properties and 
aims to inspect each 
property within a three-
month period. 

Properties are 
inspected to confirm 
whether the property is 
still empty or is 
occupied, and therefore 
whether a bill should be 
raised/liability exists. 

but the inspection was not actually 
carried out.   

• 7/20 properties were marked as 
empty on the system however, 
these properties were not listed as 
ones to be inspected due to a 
system malfunction.  

We discussed this with the Systems 
Support Officer who was able to 
confirm that the seven properties 
had not been picked up or included 
on the inspection report which is 
provided to the Inspection Officers. 
The Systems Support Officer raised 
this with the system provider.   

There is a risk that the NNDR Team 
are not provided with complete and 
accurate data which could result in 
potential liabilities not being 
identified leading to lost income. 

system providers. The 
Council believe the issue 
to now be rectified.  

For the next two monthly 
reports which are run we 
shall select a sample of 
properties from the 'Audit 
- empty' property report 
(which shows empty 
properties which are 
paying the bill) and check 
that these are appearing 
on the inspection report. 
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1.1 Background  
An audit of CCTV was undertaken as part of the approved internal audit periodic plan for 2018/19.  

The CCTV Control Room is in Mowbeck House, separate from the main Council Offices. All the monitoring and 
recording equipment has been recently updated and continues to be refreshed as part of an on-going process in line 
with technological developments. The Control Room now has state-of-the-art high definition flat screen monitors, each 
of which are used for displaying the images from nine different CCTV cameras. Recorded footage is automatically 
backed-up digitally using Redundant Array of Independent Discs (RAID) data storage.  

The Council monitor CCTV footage 24 hours a day, seven days a week. Employees are licensed by the Security 
Industry Authority for Public Space Surveillance. The Council own, maintain and monitor live CCTV camera located 
within Grantham, Stamford, Bourne, Market Deeping and Deeping St. James. 

Footage is automatically deleted after 30 days, unless there has been a request for it to be retained, via a CCTV 
viewing proforma access request. If footage is evidential and requires seizure, a corresponding CCTV fax form is 
completed alongside a witness statement. A seizure log is maintained on file. Visitors must also sign in and out using 
the visitors’ log book located in Mowbeck House.  

1.2 Conclusion  
There is an appropriate control framework in place and key controls are being applied adequately and effectively. We 
have raised one low priority management action which has been agreed by management.  

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take substantial assurance that the controls upon which 
the organisation relies to manage the identified risk(s) are 
suitably designed, consistently applied and operating 
effectively. 

 

1.3 Key findings 
The key findings from this review are as follows: 

Our audit work identified that the following controls are in place and are operating effectively: 

 A CCTV Procedure Manual is in place which formally documents day to day procedures; 

 The Council has a documented up to date Code of Practice in place for the operation of the CCTV scheme; 

 A data storage system is in place which continually backs up data automatically using RAID data storage; 

 The server automatically deletes the data after 30 days. It is stored in a controlled temperature environment behind 
a locked door; 

 Staff employed in relation to monitoring CCTV have received training and have achieved licensed status (SIA 
CCTV PSS Licence); 

CCTV - EXECUTIVE SUMMARY 
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 Access to the CCTV Control Room is limited to appropriate staff; 

 A copy of all CCTV footage that has been requested is stored inside the CCTV control room in locked cabinets; 

 A record is maintained of all visitors to the CCTV Control Room; 

 There is a dedicated screen in place to aid internal departments in providing live monitoring for them, this is used 
for the benefit of Revenue and Benefits, Housing and other front facing services; 

 A Privacy Impact Assessment is in place for all CCTV cameras in the District; 

 CCTV Viewing Proformas are consistently completed when requesting to view footage; 

 Where a viewing resulted in a seizure, a CCTV seizure fax form had been completed, as had a witness statement. 
These had all been recorded in the seizure log; and 

 Warning signs are on display identifying that CCTV surveillance is in use. 

 
However, testing identified that the following control was not found to have been effectively complied with:  

 Access codes for the doors have not been changed for several years, which could compromise restricted access to 
the building. 

1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area. 

 

 

 
 

 

Risk Control 
design not 
effective* 

Non 
Compliance 
with controls* 

Agreed management actions 

Low Medium High 

Inadequate control over CCTV operations. 0 (10) 1 (10) 1 0 0 

Failure to obtain correct authorisation when 
disclosing footage. 

0 (4) 0 (4) 0 0 0 

Failure to display appropriate signage 
where CCTV is in operation. 

0 (1) 0 (1) 0 0 0 

Total  
 

1 0 0 
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2 DETAILED FINDINGS 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines. 

 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 

Controls 
complied 
with  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Risk: Inadequate control over CCTV operations. 

1 CCTV 
equipment is 
stored securely 
on site at all 
times. 

Yes No Through observation, it was confirmed that 
a person would have to go through three 
locked doors with differing codes before 
gaining access to the CCTV control room. 
The front door to the building also has 
swipe card access. It was confirmed by the 
Community Resilience Lead that the 
access codes for the doors have not been 
changed for several years.  

Without regularly changing the door codes, 
there is a risk that former members of staff 
may still be able to access the building and 
obtain/review footage containing sensitive 
data and access to CCTV equipment. 

Low We will implement a 
more robust system for 
staff who require access 
to the building and CCTV 
control room. For 
example, but not limited 
to, ensuring codes for the 
doors are changed at 
least annually. 

31 August 2018 Community 
Resilience Lead 
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1.1 Background  
An audit of Recruitment and Retention was undertaken at South Kesteven District Council (SKDC, 'the Council') as 
requested by Senior Management. 

The recruitment and retention process is led by the Line Manager of the vacant position with support from the Human 
Resources (HR) Team. The Line Manager identifies that a vacancy needs to be filled and completes a Staff 
Requisition form to justify the recruitment, this is then subject to approval by the Finance Department, relevant 
Strategic Director and Cabinet Member prior to recruitment activities commencing. Once the request to recruit is 
approved the Line Manager produces an advert which includes a description of the job and a person specification and 
is reviewed by Human Resources Officers before being published.  

The Council is not required to advertise all vacancies under its Recruitment Framework which provides scope for 
vacancies to be directly appointed without advertising in certain circumstances. Such circumstances include where 
positions require specialised expertise, where there is a skills shortage or an urgent business need. In all instances the 
recruiting Manager must demonstrate that the nominated person is the most suitable person for the position. Through 
sample testing of 20 new starters we have identified three direct appointments; the Director of Resources, the Head of 
Town Centres and the Head of Arts. 

The Local Government Association (LGA) performed a national review of local government workforces in 2016 and 
found the median average annual labour turnover rate to be 13.2 per cent. As at 25 July 2018 there are 621 members 
of staff at the Council and 56 have left since 1 January 2018, making the current staff turnover rate 9 per cent. 

1.2 Conclusion  
Through review of the existing control framework surrounding the management of recruitment and retention at South 
Kesteven District Council we have identified areas where improvements are required in order to strengthen controls. 
Improvements have been identified in relation to both the design of and compliance with controls resulting in the 
agreement of eight management actions, consisting of three 'medium' and five 'low' priority management actions. 

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take reasonable assurance that the controls in place to 
manage this risk are suitably designed and consistently 
applied. However, we have identified issues that need to 
be addressed in order to ensure that the control 
framework is effective in managing the identified risk. 

 

 
 

 

  

RECRUITMENT AND RETENTION - EXECUTIVE 
SUMMARY 
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1.3 Key findings 
The key findings from this review are as follows: 

• Shortlisting sheets are used to score applicants against pre-agreed criteria and must be completed by at least two 
people. Through testing of the sample of eight new starters where shortlisting scoring sheets were required, these 
were not provided for three employees, therefore we could not confirm that the process was carried out as required. 
(Medium) 

• Background checks are performed on successful applicants prior to entering into an employment contract to ensure 
that they are fit and suitable for employment at the Council. The checks undertaken include obtaining two 
satisfactory references, a medical/'fit to work' questionnaire, verifying the applicant's right to work in the UK and 
criminal background i.e. Disclosure and Barring Service (DBS), checks where required for the role. Testing of the 
sample of 20 new starters identified eight instances where no references were on file and two instances where only 
one reference was on file. (Medium) 

• There is no evidence of training being delivered consistently to staff involved in the recruitment process. Testing of 
the sample of 20 new starters identified 10 Line Managers where it could not be verified they had attended any 
recruitment training. (Medium) 

• A ‘Recruitment and Selection Policy 2014’ is in place which we were informed is reviewed on an annual basis, 
however, the frequency of review is not documented within the Policy to evidence this. 

• Procedure notes are available to staff on the Council's intranet to provide guidance on each stage of the recruitment 
process and are subject to review annually. The procedure notes do not reflect actual practice particularly in terms 
of approvals required to recruit and at times make reference to other guidance which is no longer used and is not 
available. The guidance is currently split into numerous documents which reference each other and can make them 
confusing to follow or understand. 

• Staff Requisition forms are completed by the recruiting Manager with justifications as to why the recruitment is 
needed and are authorised by the Finance, Corporate Management Team and Cabinet Member prior to recruitment 
activities commencing. One instance was identified where the Staff Requisition form was not appropriately 
authorised. 

• From a sample of 18 new starters where a job advert should have been published there was one instance identified 
where the corresponding recruitment documents could not be located. 

• Recruitment documentation including shortlisting sheets and references are held by individual Managers and not 
consistently retained centrally by the HR Team. In the event of potential queries or challenges the documentation 
may not be available if the Manager has since left the Council's employment. 
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Areas of well-designed controls and compliance with controls include:  

• A range of media platforms are used to advertise vacancies, including specialist sources for more complex or 
difficult-to-recruit positions. 

• Staff involved in the recruitment process are required to declare any interests that may arise, for example if they 
have an existing relationship with an applicant. 

• The right to work in the UK has been verified for all 19 new starters in the sample tested. 

• Template wording is used to inform applicants of the outcome of their application to help prevent inappropriate 
messages being communicated. 

• A staff survey was undertaken in 2017 and results analysed to identify areas of concern. Feedback is broken down 
by department to identify the issues important to each department in order to help tailor actions and responses to 
the issues raised by staff. Addressing issues raised by staff could improve staff satisfaction which is likely to 
increase staff retention and reduce turnover. 

• Retention rates and staff turnover are measured and will be reported to Employment Committee on a quarterly 
basis. 

 

1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

 

 

 

 

 

 

 

 

Risk Control 
design not 
effective*

Non- 
compliance 
with controls*

Agreed management actions
Low Medium High 

The Council fail to recruit or retain suitable 
staff resulting in vacant posts which may 
impact on services provided. 

0 (17) 8 (17) 5 3 0 

Total  
 

5 3 0 
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1.5 Additional feedback  
We have identified innovation or good practice at similar organisations that South Kesteven District Council may wish 
to consider: 

• A Direct Appointment form could be implemented to document reasons and justifications for directly appointing a 
position and not advertising. In the interests of transparency and openness in relation to spending of public funds 
the form could act as evidence that the nominated person has been assessed and document the reasons why they 
are considered the most suitable for the job. Examples of information which could be captured on the form for 
consideration could include: 

o Work previously performed for the Council by the nominated person; 

o Evidence of the specific or complex nature of the role; or  

o The typical difficulty to recruit for that position.  

• Staff involved in the recruitment process are required to confirm declarations of interest i.e. Confirm that they do not 
have any interests in the recruitment exercise or relationships with any of the applicants. 
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2 DETAILED FINDINGS 
Categorisation of internal audit findings 
Priority Definition

Low  There is scope for enhancing control or improving efficiency and quality.

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines.

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Risk: The Council fail to recruit or retain suitable staff resulting in vacant posts which may impact on services provided.

1 A Recruitment and 
Selection Policy 2014 
is in place and 
updated annually.  

The Policy aims to 
provide a flexible 
framework which 
promotes and 
supports the Council's 
corporate objectives, 
priorities and values 
and behaviours. It is 
available to staff on 
the Council's intranet. 

 

Yes No The ‘Recruitment and Selection Policy 2014’ is 
available on the Council's intranet and although 
it was confirmed by the HR Team that it is 
reviewed annually the review due date(s) are 
not documented within the Policy itself to 
evidence this.  

The Policy sets out the Council's key principles 
with regards to recruitment, iterating the 
Council's commitment to equality, diversity and 
fairness.   

If the Recruitment and Selection Policy is not 
reviewed periodically, there is a risk that the 
Policy will become out of date and staff follow 
incorrect HR processes. The review date and 
next review due date should therefore be 
documented to evidence this. 

Low The review date and the 
next review date will be 
recorded within the 
Recruitment and 
Selection Policy to 
evidence that it has been 
reviewed. 

Completed Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

2 Procedure notes are 
available to staff on 
the Council's intranet 
to provide guidance 
on each stage of the 
recruitment process 
and are reviewed 
annually. 

Yes No We were provided with the following procedure 
notes and guidance documents:   

• Recruitment and Selection Procedure 
(September 2014);  

• Vacancy Management Policy and Procedure 
(September 2014);  

• DBS Guidance for Managers (January 2017); 

• Relocation Policy (September 2014);  

• Secondment Policy (December 2014);  

• Job advert template; and  

• Shortlist scoring form.   

The Safer Recruitment - Guidance for 
Managers is mentioned within the Recruitment 
and Selection Procedure but was not available. 
The HR Officer confirmed that this was an old 
document which is no longer in use. The 
procedure notes should be updated to direct 
users to the correct guidance. We were 
informed by the Senior HR Officer that policies 
and procedures are currently being reviewed by 
an external recruitment consultant. Evidence of 
meetings taking place with the consultant and 
email correspondence was provided to confirm 
this.   

The Vacancy Management Procedure provides 
guidance relating to identifying vacancies and 
getting authorisation to recruit. The procedure 
communicates the requirement for Staff 
Requisition forms to be completed however, it 
does not mention the requirement for the forms 
to be authorised by the Finance Department, 
Corporate Management Team or Cabinet 

Low Recruitment procedures 
will be condensed into a 
single document and a 
flowchart will be 
produced to show the 
process from start to 
finish.   

 

31 October 2018 Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Member as per the form itself or our 
discussions with the HR Officer.     

The entire recruitment process is documented 
within the Recruitment Framework although 
there are still multiple policies and procedures 
in place and no flowchart of the end-to-end 
process to clearly set out the proper procedure. 
Instead Managers have to refer to multiple 
documents. This is time consuming and could 
lead to confusion. Procedure notes do not 
reflect current practice therefore there is a risk 
that the correct recruitment process is not 
followed. 

In addition, although it was confirmed by the HR 
Team that all recruitment procedural 
documentation is reviewed annually, this is not 
recorded on the documents and not evidenced 
elsewhere.  

3 Departmental 
Managers complete a 
Staff Requisition form 
when the need to 
recruit is identified. 
The forms capture the 
reasons why 
recruitment is needed 
and undergo review 
and approval from the 
following: 

• Finance;  

• Strategic Director of 
relevant 
department; and  

• Cabinet Member.  

Yes No Section 3 of the Vacancy Management 
Procedure sets out the process for obtaining 
authorisation to recruit.  

Forms are designed to capture details including 
the business case for recruitment, whether the 
role could be filled with existing employees, 
contract type, working hours, implications of not 
recruiting and whether it is a new post. 

Testing of a sample of 20 new starters since 1 
January 2018 identified that in one instance the 
Business Manager and Finance sections on the 
form were approved by the same member of 
staff and the form had not been signed off by 
HR prior to advertising the position.  

 

Low The HR Team will not 
advertise job vacancies 
or undertake shortlisting 
until a Staff Requisition 
form has been fully 
completed and 
appropriately authorised. 

 Completed Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Forms are subject to 
approvals to ensure 
that there is a genuine 
need to recruit, that 
budgets are available 
and prevent 
unnecessary or 
inappropriate 
recruitment. 

4 Once the recruitment 
of the post has been 
fully approved the 
Departmental 
Manager writes the 
job advert using a 
standard template. 
The template helps 
ensure that the same 
type of information is 
consistently provided 
to applicants.  

As per the 
Recruitment and 
Selection Procedure 
the advert must 
include a Job 
Description and 
Person Specification. 

Yes No The Recruitment and Selection Procedure 2014 
states that a Job Description and Person 
Specification must be produced for any vacant 
post to go with the advert. There is a job advert 
template is available for staff to use and is 
designed to capture key information relating to 
the role.  

Testing of the sample of 18 new starters where 
a job advert should have been published 
identified that:   

• 17/18 a corresponding advert was published 
for the vacancy;  

• 1/18 the corresponding recruitment 
documents could not be located and 
therefore we have not been able to view the 
advert to confirm whether it includes all 
required information;  

There is non-compliance with procedure if 
adverts do not include all of the required 
information. 

Low The HR Team will 
ensure that all 
corresponding 
recruitment 
documentation, including 
the job advert are 
retained centrally. 

30 September 
2018 

Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

5 The HR Team pass on 
all applications 
received to the 
relevant Departmental 
Manager who 
shortlists applicants 
using a shortlisting 
scoring sheet. All 
members of the 
recruitment panel 
complete a shortlisting 
scoring sheet with the 
aim of achieving 
fairness and 
consistency in scoring.

Yes No Section 11 of the Recruitment and Selection 
Procedure 2014 states that shortlisting must be 
carried out by a minimum of two people against 
the criteria agreed by the recruitment panel at 
the start of the process.  

The shortlisting scoring form is designed to 
capture the vacancy job title, person conducting 
the shortlist exercise, the date and a score of 0-
4 against each specified criteria. A scoring 
matrix is included at the bottom of the form.  

Testing of the sample of 20 new starters 
identified that in 12 cases shortlisting was not 
required due to various reasons (i.e. direct 
appointments, internal promotions, role 
extension and where all applicants were 
interviewed for the role). For the remaining 
eight new starters sampled:   

• 3/8 we were not provided with the shortlisting 
sheets or interview records from individual 
Line Managers to be able to confirm that at 
least two people were involved in the 
process as required by the Recruitment and 
Selection Procedure.   

Without documentation of the scoring and 
assessment process the Council may not be 
able to evidence that the process was 
undertaken fairly or to counter any potential 
challenges from unsuccessful applicants. This 
may result in reputational damage which could 
mean that the Council struggles to attract 
applicants in future if the recruitment process is 
negatively viewed. 

Medium Shortlisting will be 
undertaken by a 
minimum of two people, 
and shortlisting sheets 
will be kept on file in line 
with retention periods. 

31 October 2018 Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

6 Background checks 
are undertaken on 
successful applicants 
prior to employment 
contracts being 
signed. The checks 
undertaken include:  

• A minimum of two 
references;  

• Health 
check/fitness to 
work; and  

• Disclosure and 
Barring Service 
(DBS) check (if 
applicable). 

Yes No Testing of the sample of 20 new starters 
identified in 10 cases two references had been 
received or were not required due to the 
position being an internal promotion or role 
extension for an existing employee. For the 
remaining 10 new starters sampled:   

• 4/10 we were not provided with any evidence 
from individual Line Managers or able to 
locate on the electronic files that any 
references had been obtained; 

• 4/10 were direct appointments and 
references were not obtained; and 

• 2/10 only one reference was obtained.  

In all instances the right to work in the UK was 
verified and pre-employment medical checks 
were undertaken. For the sample of starters 
reviewed there was no requirement for a DBS 
check to be undertaken.   

There is non-compliance with the Recruitment 
and Selection Procedure. Without obtaining 
references there is a risk that unsuitable 
individuals are appointed. If satisfactory 
references are not obtained or medical checks 
undertaken this may result in the Council's 
insurance being void in the event of a relevant 
claim. 

Medium Employment contracts 
will not be entered into 
until two satisfactory 
references have been 
obtained and 
background checks fully 
completed as required by 
the Recruitment and 
Selection Procedure. 

Immediate Head of 
Organisational 
Development 

7 The progress of 
applications is 
documented 
throughout the 
process and kept on 
file for transparency, 
including evidence of 
scoring, assessment, 

Yes No Through the testing undertaken and review of 
files we are not able to confirm that 
documentation is consistently retained. 
Instances where specific documents are 
missing have been raised against the relevant 
control. It was noted that documents are 
retained by the Manager of the department into 

Low Recruitment 
documentation will be 
retained centrally by the 
HR Team for six months 
before being deleted, as 
per the retention 
guidelines. 

31 October 2018 Head of 
Organisational 
Development 
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Ref Control Adequate 
control 
design 

Controls 
complied 
with 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

rationale for decisions 
and outcome. 

Recruitment 
application forms and 
interview notes of 
unsuccessful 
candidates are kept 
on file for an 
appropriate length of 
time in case of any 
potential challenges or 
legal action. 

which the role was recruited and not kept 
centrally by the HR Team.  

Recruitment documentation should only be 
retained by the HR Team so that there is 
consistency in record keeping. In the event of a 
query the documentation may not be available if 
the Manager has left. 

8 Staff who are part of 
the recruitment 
process must attend 
Recruitment and 
Selection workshops 
so that they are 
trained in how to 
properly select and 
recruit appropriate 
staff. The training 
workshops are run on 
an ad-hoc basis as 
and when they are 
needed. 

Yes No Training records were pulled out of the old 
system (currently transferring onto a new 
system) of all the Managers who attended 
training on recruitment the last time there was a 
training session. the HR Team also advise new 
Managers as and when they are recruited but 
this is not recorded unless it is a large-scale 
training course.   

Testing of the sample of 20 new starters 
identified 10 Line Managers where it could not 
be verified that they had attended any 
recruitment training.  

Without training in recruitment there is a risk 
that recruiting Managers do not follow the 
correct process. This may include not 
assessing candidates fairly which could lead to 
potential legal claims being made against the 
Council and damaged reputation which may 
impact the Council's future ability to attract 
applicants. 

Medium Recruitment training will 
be delivered to all staff 
with Line Management 
responsibilities and 
refreshed on a cyclical 
basis to communicate 
any changes in 
legislation, hiring 
practices, changes to 
policies, etc.   

The frequency of 
refresher training will be 
documented in the 
Recruitment and 
Selection Policy. 

31December 
2018 

Head of 
Organisational 
Development 
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1.1 Background  
An audit of Rent Collection and Arrears has been undertaken as part of the approved internal audit periodic plan for 
2018/19. This audit covered operations in three of the Council's departments; those being Finance, Revenues and IT.  

Following their re-election in May 2015, the Government introduced a Summer Budget in July 2015. This budget 
included a range of implications for Local Government including the requirement to reduce rents by one per cent for 
each of the next four years. The last year applicable for this will be year 2019/20.  

Rent Setting is undertaken by the Financial Accountant. Once the rent increase has been calculated and checked the 
Housing IT System Development and Support Officer - ICT Service in conjunction with an external contractor are 
responsible for the uploading of the new rents onto Anite (the housing management system). The Revenues Team are 
responsible for producing and sending out the rent change letters to the tenants. Rent arrears management is 
undertaken by Income Recovery Officers. 

In respect of 2018/19, the Council issued 6,424 rent increase letters. The rent debit for 2018/19 is budgeted at 
£8,556,562. The rent arrears as at July 2018 were £878,271.   

 

1.2 Conclusion  
Our audit work identified that there is an adequate framework in place for Rent Collection and Arrears, however, we 
identified some weakness in the controls and have agreed three ‘medium’ category management actions. The 
management actions are in relation to: arrears management is not always undertaken on a timely basis; 28 days’ 
notice was not given to the tenants of the rent increase which became applicable from 2 April 2018; and the write-off of 
bad debts was not always authorised in accordance to the delegated authority.    

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take reasonable assurance that the controls in place to 
manage this risk are suitably designed and consistently 
applied. However, we have identified issues that need to 
be addressed in order to ensure that the control 
framework is effective in managing the identified risk(s). 

 

1.3 Key findings 
The key findings from this review are as follows: 

 The Financial Accountant (FA) is responsible for rent setting and has a rent setting spreadsheet. Once the rent 
setting exercise is completed and checked by the FA the spreadsheet is then passed to the Income Recovery and 
Technical Officer and the IT Department.  

 A matching exercise is undertaken by IT and a designated external consultant from Anite and this is documented 
on an excel spreadsheet to confirm the accuracy of the upload. The rents on the rent setting spreadsheet 
(updated after adding in the service charges) are matched to the rents uploaded onto Anite. 

  

RENT COLLECTION AND ARREARS - EXECUTIVE 
SUMMARY 
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 On testing of the rents set for 2018/19 it was established that the rents were decreased by one per cent in line 
with government guidance for the general needs properties and by CPI (three per cent as at September 2017) 
plus one per cent for the sheltered housing stock. For a sample of 20 properties testing confirmed that the rent 
increase had been applied accurately. Testing also confirmed that rent recorded onto Anite was for the property 
was in accordance to rent increase spreadsheet.    

 The FA updates the rent setting spreadsheet when notification of a change is received. Changes include sale of 
property, right to buys, and new properties. For a sample of 10 changes testing confirmed that in all cases the FA 
was notified and Anite and the rent setting spreadsheet had been updated. The emails of the notification are 
retained on file. 

 A review of the reconciliations spreadsheet ascertained that a weekly reconciliation is carried out by the Income 
Recovery and Technical Officer, of the rents on tenants account, rents recorded on Anite and also to the rents 
received by the banking hall. 

 Procedures are in place for rent setting, rent collection and rent arrears management. A Corporate Debt 
Management Policy 2016 is in place. The Policy also includes guidance on the write off of bad debts.  

 There is regular reporting to management on the collection of rents. Each month arrears reports are produced 
from Anite and are used to monitor the arrears levels and the cases. 

 

However, the three ‘medium’ category findings are regarding:   

 For a sample of 20 arrears case testing identified that in four cases the actions were not always being undertaken 
on a timely basis.   

 The rent increase letter for 2018/19 does not include the date the letter was sent and also the letter was not sent 
to the tenants early enough to give the required 28 days’ notice to the tenants of the rent increases.   

 For a sample of 15 write offs, testing identified that in one case the write off was not authorised in accordance to 
the delegated authority set out in the Corporate Debt Management Policy 2016. 

1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area.  

Risk Control 
design not 
effective* 

Non 
Compliance 

with controls* 

Agreed management actions 

Low Medium High 

Failure to provide an excellent rent 
collection service.  

Rent arrears are not identified / monitored 
and recovery action taken in accordance 
with internal procedures and relevant 
legislation. 

0 (10) 2 (10) 0 2 0 

Collection levels are not monitored. 0 (5) 1 (5) 0 1 0 

Total 
 

0 3 0 
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2 DETAILED FINDINGS 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines. 

 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 

Controls 
complied 

with  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Risk: Failure to provide an excellent rent collection service. Rent arrears are not identified / monitored and recovery action taken in accordance with internal 
procedures and relevant legislation. 

1 Rent increase letters 
are sent to all tenants in 
March each year to 
notify them of any 
changes in the rents 
payable by them 
Standard rent change 
letters are generated in 
respect of every 
tenancy and are issued 
to the tenants at least 
28 days in advance of 
the new rent coming 
into effect. 

Yes No For a sample of 20 testing confirmed 
that the increase letters were issued 
to the tenants, it was however noted 
that the date on the letter is recorded 
as March 2018.  

There is a risk that where the full 
date, for example 3 March 2018, is 
not recorded on the rent increase 
letter, tenants are not able to confirm 
that at least 28 days’ notice have 
been given. 

On further review to confirm if 28 
days’ notice was given it was noted 
that a Certificate of Posting 2018/19 

Medium a) The date the rent 
increase letter is issued 
to the tenant will be 
recorded in full on the 
letter for example 3 
March 2018.  

b) To ensure that 28 
days’ notice is given, the 
rent increase letters will 
be issued to the tenant 
by the end of February. 

28 February 
2019 

Benefits Manager 
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Ref Control Adequate 
control 
design 

Controls 
complied 

with  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

was signed by the Income Recovery 
and Technical Officer on 5 March 
2018 to confirm that 6,424 rent 
increase letters were produced on 2 
March 2018 however the rent 
increase letters were not posted until 
6 March 2018. 

There is a risk that Council is not 
meeting the requirement to notify 
tenants of rent increase at least 28 
prior to the rent increase being 
applied.   

Risk: Collection levels are not monitored. 

2 Current tenants in 
arrears are contacted 
as soon as they fall into 
arrears. Each month 
arrears reports are 
produced from Anite 
and Income Recovery 
Officer use the reports 
to monitor the arrears 
levels and the cases 
where arrears 
management actions 
are undertaken.  

The reports are for: 1 
week; 0-2 weeks; 2-4 
weeks; 4-8 weeks; and 
over 8 weeks. 

Yes No For a sample of 20 arrears cases 
testing established that in four 
cases, arrears actions were not 
always being undertaken on a 
regular basis.    

There is a risk that where arrears 
management is not undertaken on a 
timely basis, that the arrears will 
become unmanageable for the 
tenants resulting in the arrears not 
being paid and this may result in a 
legal cost and/ or a financial loss to 
the council. 

Medium The Council has 
reviewed its 
arrangements for 
undertaking appropriate 
arrears management 
actions in order to ensure 
that arrears cases are 
reviewed on a more 
regular basis. 

Implemented Benefits Manager 
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Ref Control Adequate 
control 
design 

Controls 
complied 

with  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

3 When the debtor cannot 
be traced, and all hopes 
of recovery are 
exhausted, bad debts 
are proposed for write-
off action by the 
Benefits Manager.  
Details of all debts 
proposed for write 
together with the reason 
for non-recovery are 
included in the request 
for write off.  

The write offs are 
authorised in 
accordance to the 
delegated authorities 
set out in Appendix A of 
the Corporate Debt 
Management Policy. 

Yes No For a sample of 15 write offs testing 
confirmed that:   

a) In 14 cases the write off was 
appropriately authorised and was 
recorded onto the system after the 
authorisation was given. 

b) In one case the write off for 
£14.56 was authorised by the Rents 
Team Co-ordinator. This is not 
consistent with the authorities set 
out in the Corporate Debt 
Management Policy.   

There is a risk that arrears may be in 
appropriately written off where the 
write off is not authorised by a 
delegated authority. 

Medium All the relevant staff will 
be reminded to ensure 
that the write offs are 
authorised in accordance 
to the delegated 
authorities set out in the 
Corporate Debt 
Management Policy. 

31 October 2018 Benefits Manager 
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SUMMARY

One of the key areas for the Committee as part of its terms of reference is to monitor and 
review the risk management arrangements in place and activities that are being 
undertaken in order to mitigate those risks.    

The risk management framework was last reviewed and approved in September 2015 
and to ensure it remains fit for purpose and reflective of the current arrangements and 
operating structures of the Council it is timely for a review to be undertaken.  The draft 
document and associated appendices reflect that review.
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RECOMMENDATION

Governance & Audit Committee is requested to review and approve the updated Risk 
Management Framework attached at Appendix A.

1. BACKGROUND TO REPORT

The Risk Management Framework provides details of the risk environment the 
Council operates within and the controls and mechanisms that are in place to 
ensure risk is sufficiently managed by officers and members.  

The framework has been reviewed against ISO 31000:2018 Risk Management 
which was revised to take into account the evolution of the market and new 
challenges faced by business and organisations since the standard was first 
released in 2009.  The overall purpose of ISO 31000 remains the same – 
integrating the management of risk into a strategic and operational management 
system.  The 2018 version is very similar to the original version with the main 
changes being:

 the principles of risk management have been reviewed
 the importance of leadership by top management is highlighted, as is the 

integration of risk management, starting with the governance of the 
organisation

 greater emphasis is placed on the iterative nature of risk management
 the content is streamlined

The framework was fundamentally reviewed and approved by the Committee in 
2015, and therefore only requires refreshing to ensure that it captures the 
essence of the revised ISO Standard.  Where there has been changes or 
additions these are explained below:

 Risk Management Procedural Guidance has been updated to reflect revised 
risk management principles and also now includes fraud as a type of risk

 Risk Management Governance Framework, detailing the categories of risk 
and the associated stages of how those categories are managed and 
reported, has been updated to reflect the current procedures

 Risk Management Process, describing how risk categories are evaluated, 
scored and managed and how risks are escalated depending on their 
likelihood and impact, has been updated to reflect that the ISO Standard 
recommends the risk management process is presented as a set of iterative 
steps that are undertaken in a coordinated manner, but not necessarily in a 
strict sequence

 Risk Categories, detailing corporate and business categories for the most 
significant risks that should be used for the compilation of the risk register to 
ensure consistency of terminology, have been updated to include cyber risk
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 Roles and Responsibilities, outlining the various roles for both members and 
officers throughout the Council and the level of responsibility for that role, 
have been reviewed to reflect any changes within the Authority

 Glossary, included to assist the reader of the framework in respect of any 
wording that may appear unclear in the context of risk management, 
remains unchanged

2. OTHER OPTIONS CONSIDERED

None

3. RESOURCE IMPLICATIONS 

This report has no direct impact on the Council’s resources, including 
finance/budget, people, land/property etc.

4. RISK AND MITIGATION 

None

5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

None.

6. CRIME AND DISORDER IMPLICATIONS

None

7. COMMENTS OF FINANCIAL SERVICES

These are included in the report.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES 

One of the areas for the Committee as part of its terms of reference is to 
monitor and review the risk management arrangements in place and activities 
that are being undertaken in order to mitigate those risks.  The Risk 
Management Framework provides details of the risk environment within which 
the Council operates and the controls and mechanisms that are in place to 
ensure risk is sufficiently managed by officers and members.  

9. COMMENTS OF OTHER RELEVANT SERVICES
None

10.     APPENDICES
Appendix A – Risk Management Framework 2018-20

11. BACKGROUND PAPERS
None
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Risk Management Framework
2018-2020

Risk is the effect of uncertainty on objectives
The effect may be positive, negative or a deviation from the expected, and that risk is often described by an event, a 

change in circumstances or a consequence

Risk Management is defined as:  Coordinated activities to direct and 
control an organisation with regards to risk1

The Council is committed to developing its Risk Management Framework and the necessary supporting processes as 
part of the Council’s on-going improvement programme.  This will help to improve and strengthen governance and 
front-line service delivery throughout the Council.  The aim is to minimise the incidence and impact of risk taking 
activity, improve decision making and increase opportunities for innovation.

All organisations encounter uncertain events when trying to fulfil their priorities and achieve their objectives.  These 
events may arise internally or externally and may result in positive impacts (opportunities) and/or negative impacts 
(threats).  Any uncertain event that could affect one or more objectives is a risk.  The consequences of a risk 
materialising may be negative, positive or may result in greater uncertainty.

This document sets out South Kesteven District Council’s commitment to the management of risk in accordance with 
the Accounts and Audit (England) Regulations 2011 and the Public Sector Internal Audit Standards.  It states the 
principles that we will aspire to and outlines the main benefits to be realised by its use throughout the Council.

The framework described in this document is based on the ISO 31000 International Standard for Risk Management.  
Effective risk management supports the Annual Governance Statement and is a key element of corporate governance 
within the CIPFA Corporate Governance Framework.

It is important to note that the framework is not intended to be used for the assessment and management of health 
and safety risks, nor as a guide for regular general risk assessments conducted as part of normal business activities.  

When considering risks to health and safety, managers should refer to the policies, procedures and guidance contained 
within the Council’s health and safety system.  Significant health and safety risks, if identified, should be included on 
the appropriate risk register.

For guidelines relating to general risk assessments managers should refer to local procedures maintained by the 
relevant business areas.

1 As defined within the ISO 31000:2018 Risk Management – guidelines 
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The Council undertakes risk management to promote and ensure that:

The management of risk is linked to performance improvement and the achievement of priorities and 
objectives

Members and senior management own, lead and support risk management

Ownership and accountability are clearly assigned for the management of risks and opportunities at 
all levels throughout the Council

There is a commitment to embedding risk management into the Council’s culture and organisational 
processes at all levels

All Members and officers acknowledge and embrace the importance of risk management as a process 
by which key risks and opportunities are identified, evaluated, managed and contribute towards good 
governance

Effective monitoring and reporting mechanisms are in place to continuously review the Council’s 
exposure to, and management of, risks and opportunities

Open and inclusive processes are established and maintained by involving all those associated with 
the planning and delivery of services, including stakeholders and partners

Accountability to stakeholders is fully demonstrated through periodic progress reports and an annual 
statement on the effectiveness of and the added value (benefits) from the Council’s risk management 
framework and processes

The Council has benchmarked it's approach using CIPFA guidelines against other public sector 
organisations to identify best practice 

The Risk Management Framework is reviewed and updated, at least biennially, in line with the 
Council’s developing needs and requirements
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Risk Management Procedural Guidance
Introduction and background
This framework provides an overview of the Council’s arrangements for risk management. It updates the previous Risk 
Management Strategy (2015-2017) and seeks to clarify the various roles, responsibilities and governance structures.  
The procedural guidance may be subject to further review and amendment as required subject to approval by the 
s151 Officer, Corporate Management Team and the Governance and Audit Committee. 

Through priority plans and business objectives, the Council must balance the demands of service users and tax payers; 
involve communities in service provision; deliver, commission and regulate services; and enter into local and strategic 
partnerships, sometimes involving complex funding arrangements.  Balancing all these competing demands and 
objectives means that the Council needs a framework that ensures that a pro-active approach is taken and risks are 
considered before decisions are made.

The management of risk is woven throughout the Council’s key governance frameworks and there are specific 
requirements to adopt a formal approach to risk management in the following areas:

 Key decision making reports  Corporate, directorate and business area planning
 Programme and project management  Procurement processes
 Partnership working arrangements  Change management processes

A formal approach to risk management will involve, for example, undertaking a risk assessment or detailing risks in a 
report.  The Council recognises that the approach to risk management should be proportionate to the level of risk 
involved.

Risk management is an essential part of strengthening the “health” of the Council because it is a crucial part of the 
overall arrangements for securing effective corporate governance.  Risk management can make a difference and 
enhance performance by:

 Identifying and preventing the bad things from happening
 Ensuring all the good things we want to do actually happen

The Council has to comply with various statutory requirements that include issues relating to risk management.  Risk 
management is a key element of the Council’s arrangements for delivering good governance.

Risk management objectives
The purpose of this framework is to set out how we will manage risk throughout the Council and to ensure that risks 
are identified at the right time to facilitate effective decision making.  In particular to:

 Ensure risk management is part of strategic and operational management decision making, planning and 
implementation

 Manage risks in accordance with the Council’s Risk Management Framework,  recognised best practice and to 
enable good governance

 Take account of internal and external changes that may impact on the Council’s overall risk profile
 Respond to risk in a balanced way, mindful of the risk level, risk reduction potential, cost/benefit and relationship 

to resource constraints
 Raise awareness of the need for effective risk management
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Risk management principles

Risk 
Management 

Principles

Continual 
improvement

Integrated

Structured and 
comprehensive

Customised

Inclusive

Dynamic

Best available 
information

Human and 
cultural factors

What is risk?
Risk can be defined as anything that poses a threat to the achievement of the Council’s objectives, programmes or 
service delivery to residents, businesses and communities.  It can come from inside or outside the organisation; may 
involve financial loss or gain; physical damage to people or property; customer dissatisfaction; unfavourable publicity; 
failure of equipment; or fraud, etc.  Failure to take advantage of opportunities may also have risks, for example, not 
bidding for external funding, etc.

What is risk management?
Risk management is the range of activities that an organisation intentionally undertakes to understand and reduce the 
effects of risk in a manner consistent with the virtues of economy, efficiency and effectiveness.  It is about making the 
most of opportunities (making the right decisions) and about achieving objectives once such decisions are made.

There is no such thing as a risk free environment but many risks can be avoided, reduced or eliminated through good 
risk management – something managers do every day as part of their normal work.
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There are many benefits to making sure that risk management is considered and applied at all levels in the Council:

 Allows managers to focus on issues that really matter
 Managers are focussed on doing the right things in the right way
 There are fewer surprises
 More likely to achieve business objectives
 More likely that new developments can be delivered on time and on budget
 More informed risk taking and decision making

Types of risk
To aid the management of risk we have set out the following categories:

Corporate 

 High level and cross cutting risks which need to be considered in judgements about the Council’s priorities, 
plans and objectives

 Risks that may be potentially damaging to the achievement of the Council’s key objectives
 Identified as part of the process of preparing the Corporate Plan and other related strategies, for example, the 

Medium Term Financial Plan
 Members and officers are involved in the identification, assessment and treatment of those risks 

Service 

 Risks that exist at service level and are considered exceptional (or not considered business as usual) in that 
they have come about through a change in activities (internally/externally) that cannot be managed through 
normal day to day controls

 Risks could also be the result of a failure in control that threatens the ability to maintain business as usual and 
jeopardises the Council’s ability to achieve its objectives (thus by its nature is exceptional)

Fraud 

 Risks that exist due to a lack of internal controls, making the Council vulnerable to opportunities by 
unscrupulous individuals

The provision of good risk intelligence promotes discussion, encourages challenge and enables the organisation to 
consider risks and opportunities as an integrated element of the day to day management of the business. 

The governance for how the different risks are managed is explained in Appendix A.  

Risk appetite
Risk appetite can be defined as the amount of risk that an organisation is willing to take on in pursuit of value, or in 
other words, the total impact of risk an organisation is prepared to accept in the pursuit of its strategic objectives.
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Risk management is not about being ‘risk averse’ – it is about being ‘risk aware’.  Risk is ever present and some amount 
of risk taking is inevitable if the Council is to achieve its objectives.  Risk management is about making the most of 
opportunities and about achieving objectives once those decisions are made.  By being risk aware the Council is in a 
better position to avoid threats and take advantage of opportunities.  A clearly understood and articulated risk 
appetite assists in this ‘risk awareness’ and helps unlock value by better aligning decision-making and risk.

Factors such as the external environment, people, business systems and polices and how key stakeholders perceive 
the Authority will all influence the Council’s risk appetite.

Similarly to other Councils, our approach to risk appetite can be defined as ‘Creative and Aware’ as defined below:

Averse

• Preference for safe 
business delivery 
options that have a 
low degree of current 
risk and only a 
potential for limited 
award

• Low risk options 
taken to minimise 
exposure – reluctant 
to take action given 
uncertainty – highly 
influenced by 
experience

Cautious

• Preference for safe 
delivery options that 
have a medium 
degree of risk and 
may only have limited 
potential for reward

• Willing to take risks 
but prefer to take the 
safe delivery option 
minimising the 
exposure with tight 
corporate controls 
over change

Creative & Aware

• Willing to consider all 
potential delivery 
options and chooses 
the one that is most 
likely to result in 
successful delivery 
whilst also providing a 
good level of reward

• No surprises – well 
measured risk taking

• Willing to take risk 
with a degree of 
uncertainty 
recocognising that 
things may go wrong

• Learns from mistakes

Hungry

• Eager to be 
innovative and 
chooses options 
offering potentially 
higher business 
rewards despite 
greater inherent risk

• Recognises highly 
devolved decision 
making meaning that 
not all risks are known

• Takes action when 
uncertain of results 
with uncertain info

• Willing to accept 
significant loss for 
potential higher 
reward

Embedding risk management
The Cabinet Member for Finance and the Corporate Management Team are jointly responsible for ensuring that risk 
management is embedded throughout the Council.

It is the responsibility of Assistant Directors and Heads of Service to ensure that, within their areas, risks are being 
effectively managed.

The Governance and Audit Committee is responsible for scrutinising risk management systems.

It is important that the principles of this framework are communicated to partners and that the arrangements for 
managing risk are clearly understood.

Finance & Risk will provide advice and assurance on a day to day basis.

Risk assurance and review procedures
To ensure the Risk Management Framework remains fit for purpose, we continually seek to review and improve our 
risk management methodology and embrace new initiatives and industry practices that suit the needs of our 
organisation.  We adapt to our changing operating environment and economic conditions and have a risk framework 
with sufficient flexibility to cope with these changes.
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Risk management is subject to the Council’s internal audit practices and as such is audited annually to enable the 
auditors to provide assurance that processes are in place to identify, assess and manage the risks the Council faces.  
Any recommendations arising from audits are channelled back through annual work plans to ensure they are 
implemented.

Assurance that our risk management processes are working effectively is obtained by following the risk governance 
framework as set out in Appendix A.

Methodology
We use the methodology set out in Appendices B and C when undertaking the assessment of risk and opportunities. 

Roles and responsibilities
All Officers and Members have a key responsibility to ensure that risk management is effective across the whole of 
the authority’s operations. Specific roles and responsibilities are set out in Appendix D.

Glossary
A glossary to assist with the interpretation of the framework is provided at Appendix E.

Risk Management Action Plan

Key improvement area

Incorporate governance and risk training into the overarching corporate training programme for officers utilising 
appropriate training tools such as e-learning

Introduce ‘back to basics’ manager training to all key post holders ensuring appropriate levels of competency for 
governance areas such as procurement, financial regulations, risk management and contract procedure rules

Ensure members are trained on the key areas of risk management and all reports identify risk management issues 
for their consideration

Undertake a review of procedures to ensure compliance with the Risk Management Framework

Work with colleagues across the county to learn and share best practice regarding risk management

Ongoing review of Corporate Risk Register to ensure all risks are captured and evaluated 
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Appendix A – Risk Management Governance Framework
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Appendix B – Risk Management Process
The risk management process involves the systematic application of policies, procedures and practices to the activities 
of communicating and consulting, establishing the context and assessing, treating, monitoring, reviewing, recording 
and reporting of risk as shown below:

Risk Assessment
Risk identification 

A risk is an uncertainty that could have adverse or beneficial effects on the achievements of objectives.  The initial 
stage of risk management sets out to identify the exposure to these uncertainties.  This requires knowledge of the 
Council and its services, the market in which it operates, the legal, social, political and cultural environment in which 
it exists, as well as the development of a sound understanding of its corporate and business objectives, including 
factors critical to the success and the achievement of objectives.

The starting point should be the corporate vision as detailed in the Corporate Plan and the supporting priorities.   The 
delivery of the priority actions are then supported by priority plans and risk management should be in place to ensure 
the actions can be delivered in order to ensure delivery of the corporate vision.   There will also be some cross cutting 
corporate objectives that impact on the service areas, as well as objectives that the service has for key projects.  Key 
project risks or opportunities are captured within project risk registers.

The risks and opportunities identified need to be recorded in a structured format.  A description covering the Cause, 
Event and Effect is used to scope a risk.  Some typical phrasing or statements are outlined below:

Cause Event Effect
Because of...  As a result of...  Due to... <an uncertain event i.e. risk> may 

occur...
... which would lead to <effect on 
objective(s)>
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Event Cause Effect
Risk of...  Failure to...  Failure of...  Lack 
of...  Loss of...  Uncertainty of...  Delay 
in...  Inability to...  Inadequate...  
Partnership with...  Development of...  
Opportunity to...

... due to... ... leads to... and/or... results in...

Risk analysis

Once the risk has been identified and defined, the details need to be entered onto the appropriate risk register.  By 
using the criteria, as defined below and overleaf, the risk rating can be evaluated.

Risk is assessed by the combination of two factors – the likelihood of something happening and the impact if it does 
happen.  This can be represented graphically on a simple 4x4 matrix as shown below:

Risk Matrix

Critical
None or very low

tolerance to the risk
4 4

Medium

8
High

12
Very High

16
Very High

Major
Some tolerance to 

the risk
3 3

Medium

6
High

9
High

12
Very High

Moderate
Risk can be 

tolerated in most 
cases

2 2
Low

4
 Medium

6
High

8
High

Im
pa

ct

Minor
Risk can be 
tolerated

1 1
Low

2
Low

3 
Medium

4
Medium

1 2 3 4

Unlikely Possible Likely Certain 
Low but not 
impossible

<20%

Fairly likely to occur
21% - 50%

More likely to occur 
than not

51% - 80%

Expected to occur in 
most circumstances

>80%

Likelihood
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Risk impact descriptions

Impact 1
Minor

2
Moderate

3
Major 

4
Critical 

People and 
resources

Minor injuries or 
stress with minimal 
medical treatments 
or no workdays 
lost.  No impact on 
staff morale

Injuries or stress 
level requiring 
some medical 
treatment.  
Potentially some 
workdays lost.  
Potential impact on 
morale and 
performance on 
teams

Serious injuries or 
stressful experience 
requiring medical.  
Many workdays 
lost.  Major impact 
on morale and 
performance 

Life threatening or 
multiple serious 
injuries or prolonged 
work place stress.  
Severe impact on 
morale and service 
performance

Legal, 
statutory 

compliance 
and reputation

Internal review.  
Unlikely to have 
impact on the 
corporate image

Scrutiny required 
by internal 
committees or 
internal audit to 
prevent escalation.  
Probable limited 
unfavourable media 
coverage

Scrutiny required 
by external 
agencies etc.  
Unfavourable 
external media 
coverage.  
Noticeable impact 
on public opinion

Intense political and 
media scrutiny.  
Possible criminal, or 
high profile, civil 
action against the 
Council, members or 
officers

Service 
delivery and 

processes

Minor errors in 
systems/operations 
or processes 
requiring action or 
minor delay 
without impact on 
overall schedule.  
Handled within 
normal day to day 
routines

Significant short 
term disruption of 
non-core activities.  
Service action will 
be required

Significant 
disruption of core 
activities.  Key 
targets missed, 
some services 
compromised.  
Management 
action required to 
overcome medium 
term difficulties

Cessation of core 
activities.  Strategies 
not consistent with 
government’s 
agenda.  Failure of 
major projects

Financial and 
budgetary 

impacts

Minimal financial 
loss.  Minimal effect 
on budget/ cost

Medium financial 
loss.  Small increase 
on budget/cost.  
Handled within the 
team

High financial loss.  
Significant increase 
on budget/cost.  
Service budgets 
exceeded

Major financial loss.  
Large increase on 
budget/cost.  
Statutory 
intervention 
triggered.  Impacts 
the whole council

The worst case or effect will determine the risk impact i.e. minimal financial loss (Minor) but serious injury (Major).  
The injury overrides the cost so the higher impact is applied – each risk is not required to meet all criteria in the 
description.
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Definition of risk level
 

Level of risk Consequences Action required

12 - 16
Very High

Disastrous negative impact
Unacceptable threat

Treatment/mitigation actions 
required to minimise threat(s)

6 - 9
High

Severe negative impact
Considerable threat

Treatment/mitigation actions 
required to minimise threat(s)

3 - 4
Medium 

Medium negative impact
Manageable threat

Managed via contingency plans.
Treatment/mitigation actions 
required to minimise threat(s)

1 - 2 

Low 

Relatively light negative impact
Acceptable threat

Council content to accept the 
risk but threats should be 
reviewed regularly

Detailed risk description to be captured within the risk register

1 Risk reference  Unique identifier 
2 Risk type  Category of risk (see Appendix C)
3 Risk description  Brief explanation of risk
4 Risk cause  What would cause the risk to occur
5 Risk consequence  Scope of risk and details of possible events, including description of the events
6 Mitigation measures  Existing control mechanisms and activities

 Procedures for monitoring and review of risk performance
7 Risk evaluation  Likelihood and magnitude of event and possible impact or consequences 

should the risk materialise
8 Risk actions, action 

progress and action 
owner

 Potential for risk improvement or modification
 Recommendations and deadlines for implementation
 Responsibility for implementing any improvements

9 Risk action date  Date by which the action will be implemented

Risk treatment 
Under the management stage, there are five choices of response strategies for all risks and these are outlined below:

Response strategies

1. Treat the risk Reduce the size of the risk in order to make it more acceptable by reducing the 
likelihood and/or impact

2. Tolerate the risk Recognise that some risks must be taken and respond either actively by allocating 
appropriate contingency arrangements or passively doing nothing except monitoring 

3. Transfer the risk Identify another stakeholder better able to manage the risk to which the 
responsibility can be passed, for example, take out insurance or involve a third party

4. Terminate the risk Eliminate the uncertainty by making it impossible for the risk to occur or by executing 
a different approach to eliminate the risk or stop doing what is causing the risk

5. Take the opportunity Encourages thoughts about additional opportunities that may arise if you decide to 
tolerate, treat or transfer the risk
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Treating the risk is the most used option.  If a risk is to be treated a control mechanism must be put in place:  

 Preventative controls – designed to limit the possibility of something undesirable happening, for example, 
separation of duties in a financial system to reduce the risk of fraud occurring

 Corrective controls – designed to limit the damage/impact should the risk arise, for example, effective contingency 
planning

 Directive controls – designed to ensure a particular outcome is achieved, for example, insistence that workers 
wear protective clothing to help reduce the likelihood of harm

 Detective controls – designed to identify an undesirable outcome that has arisen, for example, stock takes alert to 
the fact theft has possibly taken place

All risks must have an owner to ensure they are controlled effectively.  The owner of the risk should be the person 
who is best placed to inform and monitor the risk.  Delegation for monitoring the risk and any associated/resulting 
actions may be undertaken, however overall responsibility for the risk remains with the risk owner.  

Risk escalation

The escalation of risks or opportunities to the Corporate Risk Register is considered by Corporate Management Team 
and appropriate action taken.  This may include:

 Incorporating into the Corporate Risk Register for reports to Corporate Management Team and Governance and 
Audit Committee

 Incorporating into an existing risk on the Corporate Risk Register if it is related to that issue, for ongoing 
management and review

 De-escalating to service or project/partnership level for ongoing management and review

Corporate Risks & Opportunities
Risks and opportunities at this level will have the following characteristics:

 Identified by senior management and/or members that impact directly on the Corporate Plan priorities or 
objectives

 Corporate or cross cutting issues that are likely to impact upon more than one service
 Strategic issues that are likely to have an impact on the medium to long term goals and tend to link to the 

Corporate Plan priorities or objectives
 Risks at service level or project/partnership that if realised would impact on the Corporate Plan priorities 

or objectives and/or need senior management or cabinet intervention
 Risks/opportunities with significant financial or reputation impact that require management team 

overview

Service Risks & Opportunities
Risks and opportunities at this level tend to be identified and managed by the service area and will have the 
following characteristics:

 Likely to have an impact on short term goals and tend to link to service level objectives and plans
 Identified at project or partnership level that are likely to have an impact on service objectives and need 

management team intervention

Project or Partnership Risks & Opportunities
Risks and opportunities at this level are managed by project/partnership boards or teams and will have the 
following characteristics:

 Likely to have an impact on individual project/partnership objectives and which can be managed by the 
project/partnership board, manager or team

 Impact on service objectives and can be managed by the project/partnership board, manager or team
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A risk may need to be escalated to a higher level if:

 The risk becomes too unwieldy to manage at the current level
 The risk rating cannot be controlled/contained within its current level
 The risk remains very high even after mitigations are implemented
 The risk will impact on more than one service/project or function if the risk event materialises
 The risk moves outside the appetite boundaries/comfort zone
 Instinct tells the risk owner it is out of their control

A risk may need to be moved to a lower level if:

 The risk can be controlled/managed at a lower level
 The risk rating decreases significantly
 The risk event will only affect one service area and the impact will be limited then this should be controlled more 

locally at a lower level

Review and assurance
Risk management is a dynamic process.  It is vital that registers are kept up to date.  New risks and opportunities will 
be identified and some will be managed and removed.  Risks need to be reviewed and reported upon to identify if 
risks are changing and their impact on the Council’s objectives and to gain assurance that risk management is effective.  

The assessment of likelihood and impact levels for existing risks/opportunities will need to be updated to take into 
account the management actions undertaken and contingency arrangements will need to be reviewed in response to 
changing internal and/or external events.

Officers complete regular reviews of their risk registers considering the following points: 

 How static is the risk information?
 Have the risk likelihood/impact levels changed?
 Do the changes appear cosmetic or are they substantial, involving the identification of additional actions or 

changes to contingency arrangements?
 Is there an audit trail outlining the actions that have been taken and indicating their relative success?
 Is the information shared with officers and are they amending and refining their actions in light of any changes?
 What is the turnover in terms of new risks being identified and existing issues being removed or terminated?
 Is the number of high risks decreasing?
 Are the high level opportunities being exploited and the benefits realised?

Assurance will be provided that the Council’s approach to risk management is working by:

Action Evidence 
Risk registers  Risks identified with risk owners, risk treatment and reporting mechanism
Review of the risk 
management system

 Risk Management Group
 Governance & Audit Committee
 Internal and external audit

Assurance statements  Ensures the efficient application and integration of risks, controls and assurances 
coupled with their reporting as part of Performance Review

 Governance & Audit Committee will review annually the on-going effectiveness 
of the Council’s risk controls assurance framework

Committee reports  Integration of risk identification as part of the member review and approval 
process with the inclusion of a risk table on reports
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Appendix C – Risk Categories
Category Description Examples

Political Associated with the failure to 
deliver either local or central 
government policy

 Unforeseen policy changes
 Not meeting government agenda
 Too slow or failure to modernise
 Decision based on incorrect information
 Unfulfilled promises to electorate
 Community planning oversight/errors

Economic Affecting the ability to meet 
financial commitments.  Includes 
internal and external budgetary 
pressures, failure to purchase 
adequate insurance or 
consequences of proposed 
investment decisions

 General/regional economic problems
 Missed business opportunities
 Failure of major projects
 Failure to prioritise, allocate appropriate 

budgets and monitor

Social Relating to the effects of 
changes in demographic, 
residential or socio-economic 
trends.  This may also include 
factors relating to cultural 
attitudes and beliefs

 Failing to meet the needs of disadvantaged 
communities

 Failures in partnership working
 Problems in delivering lifelong learning
 Impact of demographic change on other 

people
 Crime and disorder

Technological Capacity to deal with the pace/ 
scale of technological change on 
ability to use technology to 
address changing demands

 Breach of confidentiality
 Failure in communications
 Insufficient disaster recovery for key 

data/systems
 Failure of strategically significant 

technology related project

Legislative Associated with current or 
potential changes to legislation 
at national and international 
level

 Inadequate response to new legislation
 Not meeting statutory dues or deadlines eg 

H&S, data protection
 Failure to implement legislative change
 Misinterpretation of legislation
 Exposure to liability claims

Environmental Relating to the environmental 
consequences of realising 
objectives, for example, in terms 
of energy, efficiency, pollution, 
recycling, climate change and 
sustainability

 Impact on sustainability initiatives
 Impact of planning and transportation 

policies
 Noise, contamination and pollution
 Crime and Disorder Act implications
 Inefficient use of energy and water
 Incorrect storage/disposal of waste

Co
rp

or
at

e

Cyber Relating to financial loss, 
disruption or damage to the 
reputation from some sort of 
failure of its information 
technology systems

 Deliberate and unauthorised breaches of 
security to gain access to IT systems

 Unintentional or accidental breaches of 
security

 Operational IT risks due to poor systems 
integrity or other factors
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Category Description Examples

Competitive Competitiveness of service in 
terms of cost or quality and/or 
its ability to deliver best value

 Takeover of services by government
 Failure of bids for government funds
 Failure to show value for money
 Accusations of anti-competitive practices

Customer Associated with the failure to 
meet the current and changing 
needs and expectations of 
customers and citizens

 Lack of appropriate consultation
 Bad public and media relations
 Significant service failure

Fraud Associated with theft, 
embezzlement, fraud, bribery, 
corruption, money laundering

 Loss of assets
 Inappropriate expenditure
 Loss of income

Partnership Associated with working in 
partnership with other 
organisations

 Poor selection of partner
 Failure of partner to deliver
 Inadequate management of partnership 

working

Procurement Associated with letting large 
contracts, purchasing new ICT 
systems and commissioning 
services

 Unclear business cases
 Failing to vet providers
 Lack of market capacity
 Inappropriate contract awarding
 Failing to manage and monitor contracts
 Non-compliance with procurement policies
 Poor contract specification or deficiencies

Bu
sin

es
s

Reputation Relating to public confidence 
and failure to recruit high calibre 
staff

 Adverse media attention
 Policies misunderstood or misinterpreted
 Negative implications identified by others 

which have not been previously considered
 Failure to keep partners on side
 Breach of confidentiality 
 Lack of business continuity plans
 Failure to maintain and upkeep land and 

property
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Appendix D – Roles and Responsibilities
All Officers and Members have a responsibility to ensure that risk management is effective across the whole of the 
Authority’s operations.  Specific roles and responsibilities are set out below:

The Council  Overall responsibility for risk management
 Provide a corporate perspective on the risk appetite of the Council
 Ensure risk management is embedded into all processes and activities

Cabinet Member for Finance  Strategic endorsement of the overall approach and attitude to risk management
 Champion risk management 

Governance and Audit
Committee

 Approve and monitor the implementation of the Risk Management Framework
 Review Annual Governance Statement including effectiveness of risk management
 Provide assurance to members that risks are being identified and managed,  which 

includes oversight of the Corporate Risk Register, and scrutinise the system of 
internal control

Chief Executive  Strategic leadership that endorses the implementation of the Risk Management 
Framework across the Council

Section 151 Officer
(Strategic Director -
Resources)

 Overall responsibility for maintenance and delivery of risk management across the 
Council

 Disseminate and promote the framework
 Champion risk management

Corporate Management 
Team

 Monitor the Corporate Risk Register
 Take ownership, as appropriate, of the identified corporate risks
 Monitor Project Risk Registers
 Raise awareness of risk with Members and Officers as appropriate

Directors
Assistant Directors
Heads of Service

 Communicate risk management approach and framework throughout the Council
 Identify, assess and communicate risks within their sphere of responsibility
 Regularly review risk management process in their area of responsibility
 Provide support/assistance to employees in fulfilling their risk management duties
 Provide CMT with updates on changes to the Corporate Risk Register

Risk Management Group  Provide a forum for the discussion of risk management issues
 Review and monitor the Exceptional Service Risk Register
 Promote and embed risk management throughout service areas

Assistant Director Resources
Governance & Risk Officer

 Operational responsibility for supporting and guiding risk management across the 
Council including training

 Facilitate discussion of risk at local and corporate level, including risk identification 
and practical techniques for identifying, assessing and mitigating risks

Risk Owner  Responsible for ensuring that each risk is managed effectively
 Report any significant changes to the Risk Management Group
 Implement actions arising from risk assessments

All staff  Understand, accept and implement risk management processes
 Report inefficient, unnecessary or unworkable controls
 Report loss events, near miss incidents and co-operate with management on 

investigations

Internal Audit  Act in accordance with the Accounts & Audit (England) Regulations 2011 and 
Public Sector Internal Audit Standards 

 Produce a risk based internal audit plan
 Provide an informed opinion on the effectiveness of the risk management 

framework
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Appendix E – Glossary
Service risks and 
opportunities

Service level issues that are likely to have an impact on short term goals and tend to link 
to service level objectives and plans

Control Measure that is modifying risk

Corporate risks and 
opportunities

Corporate (cross cutting) or organisational issues that are likely to impact more than one 
service area and tend to link to the objectives of the Council

Establishing the 
context

Defining the external and internal parameters to be taken into account when managing 
risk and setting the scope and risk criteria for the risk management framework

Event Occurrence or change of a particular set of circumstances

Frequency Number of events or outcomes per defined unit of time

Impact Outcome of an event affecting objectives

Issue A previously uncertain event that has occurred

Likelihood Chance of something happening

Monitoring Continual checking, supervising, critically observing or determining the status in order to 
identify change from the performance level required or expected

Opportunity An uncertainty that will enhance the Council’s ability to achieve its objectives (positive 
effect)

Residual risk Risk remaining after risk treatment

Resilience Adaptive capacity of an organisation in a complex and changing environment

Review Activity undertaken to determine the suitability, adequacy and effectiveness of the 
subject matter to achieve established objectives

Risk The effect of uncertainty on objectives

Risk acceptance Informed decision to take a particular risk

Risk aggregation Combination of a number of risks into one risk to develop a more complete 
understanding of the overall risk

Risk analysis Process to comprehend the nature of risk and to determine the level of risk

Risk appetite The amount and type of risk the Council is willing to pursue or retain

Risk assessment Overall process of risk identification, risk analysis and risk evaluation

Risk attitude Organisation’s approach to assess and eventually pursue, retain, take or turn away from 
risk

Risk aversion Attitude to turn away from risk

Risk avoidance Informed decision not to be involved in, or to withdraw from, an activity in order not to 
be exposed to a particular risk

Risk category The type of risk, for example, PESTLE (political, economic, social, technological, legislative 
or environmental)

Risk criteria Terms of reference against which the significance of a risk is evaluated
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Risk description Structured statement of risk usually containing four elements:  sources, events, causes 
and consequences

Risk evaluation Process of comparing the results of risk analysis with risk criteria to determine whether 
the risk and/or its magnitude is acceptable or tolerable

Risk financing Form of risk treatment involving contingent arrangements for the provision of funds to 
meet or modify the financial consequences should they occur

Risk governance 
framework

Sets out the various groups, teams, boards where risk management activity and 
intelligence is discussed and reported

Risk identification Process of finding, recognising and describing risks

Risk level The level of risk identified by the impact/likelihood analysis, for example, very high, high, 
medium, low

Risk management Coordinated activities to direct and control an organisation with regard to risk

Risk management 
audit

Systematic, independent and documented process for obtaining evidence and evaluating 
it objectively in order to determine the extent to which the risk management framework, 
or any selected part of it, is adequate and effective

Risk management 
framework

Set of components that provide the foundation and organisational arrangements for 
designing, implementing and monitoring

Risk management 
process

Systematic application of management policies, procedures and practices to the 
activities of communicating, consulting, establishing the context and identifying, 
analysing, evaluating, treating, monitoring and reviewing risk

Risk matrix Tool for ranking and displaying risks by defining ranges for likelihood and impact

Risk owner Person with the accountability and authority to manage a risk

Risk perception Stakeholder’s view on a risk

Risk profile Description of any set of risks

Risk register Record of information about identified risks

Risk reporting Form of communication intended to inform particular internal or external stakeholders 
by providing information regarding the current state of risk and its management

Risk retention Acceptance of the potential benefit of gain, or burden of loss, from a particular risk

Risk score The total risk score calculated by multiplying the likelihood and impact scores

Risk sharing Form of risk treatment involving the agreed distribution of risk with other parties

Risk source Element which alone or in combination has the intrinsic potential to give rise to risk

Risk tolerance Organisation’s or stakeholder’s readiness to bear the risk after risk treatment in order to 
achieve its objectives

Risk treatment Process to modify risk

Stakeholder Person or organisation that can affect, be affected by, or perceive themselves to be 
affected by a decision or activity

Uncertainty  A risk or opportunity that could have adverse or beneficial effects on the achievement of 
objectives (in relation to risk/opportunity management)
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GOVERNANCE AND AUDIT COMMITTEE

Report of: Councillor Adam Stokes
Cabinet Member for Finance
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GOVERNANCE AND AUDIT COMMITTEE

20 September 2018

CFM470 Counter Fraud Annual Report 2017-18 including 
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Councillor Adam Stokes
                               Cabinet Member for Finance

Report author:
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Signed off by:
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Dee Harrison – Counter Fraud Officer
01476 406340 – dee.harrison@southkesteven.gov.uk
24 August 2018

Richard Wyles – Assistant Director Resources
01476 406210 – r.wyles@southkesteven.gov.uk
4 September 2018

Debbie Muddimer  – Strategic Director Resources
01476 406301 – debbie.muddimer@southkesteven.gov.uk
5 September 2018

Councillor Adam Stokes – Cabinet Member for Finance
6 September 2018 

SUMMARY

In accordance with the terms of reference of the Committee it is a requirement to produce 
an annual report on the counter fraud arrangements in place and the activities 
undertaken.  Counter fraud is fundamental to the Council’s achievement of its strategic 
objectives.  The report being presented covers the financial year 2017-18 and details the 
various aspects of work delivered during the course of the year.

In accordance with the terms of reference of the Committee it is also a requirement to 
review and update the Counter Fraud Strategy.
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RECOMMENDATION

The Governance and Audit Committee is asked to approve the Counter Fraud Annual 
Report in respect of the financial year 2017-18 and approve the Counter Fraud Strategy 
2018-20.

1. BACKGROUND TO REPORT

1.1 Introduction 

The Council is committed to the highest standards of quality, probity, openness 
and accountability. As part of the Committee’s terms of reference, counter fraud 
is one of the key areas of focus being an essential element of delivering good 
governance. In order to develop and promote greater awareness, and in line with 
best practice, a review of the Council’s counter fraud arrangements has been 
undertaken culminating in this Annual Report for 2017-18. This report sets out 
the key outcomes from the counter fraud work delivered during the course of the 
year relating to both welfare/benefit fraud and non-welfare/benefit fraud. 

Like any organisation South Kesteven is inherently vulnerable to the risk of fraud 
and corruption.  With reducing Government funding and the current economic 
position it is vital that robust arrangements for the prevention and detection of 
fraud are maintained and best use of information and knowledge is made in order 
to ensure effective fraud prevention procedures are in place. 

1.1 Counter Fraud Strategy

The Counter Fraud Strategy (attached as Appendix A) has been reviewed and 
updated to include Right to Buy procedures and an Anti-Money Laundering form 
to enable the funding source for these transactions to be identified which will 
ensure the Council is not at risk from Money Laundering.

1.2 Fraud Risk Register

Meetings were held with Heads of Service in March to discuss and identify any 
potential fraud risks in order to create a Fraud Risk Register and highlight key 
areas of focus within an action plan.  As a result of this exercise we will be 
focussing on Right to Buy, Housing/Tenancy, Business Rates, Procurement, 
Contract Management and Identity fraud. 

1.3 Whistleblowing Investigations

During 2017-18 there were 19 whistleblowing allegations all of which have been 
investigated and action taken where appropriate.  This is an increase on previous 
years as shown below: 

Year Number of allegations

2015-16 11

2016-17 15

2017-18 19
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2018-19 19 
(1 April – 31 August)

Summary of whistleblowing allegations received 2017-18:

Type of allegation No. Outcome

Benefits/SPD 8 No further action and/or referred to 
DWP 

False tenancy 3 Unfounded allegation

Operating a business without 
permission 2 No further action required and/or 

monitoring

RTB fraud 1 No further action required

Tenancy breach 1 No further action required 

Sub letting 1 Unfounded allegation 

Neighbour disputes 1 Appropriate action already taken

Planning 1 Referred to planning enforcement

Selling house to family member 
to avoid care home fees 1 Referred to LCC

1.4 Lincolnshire Counter Fraud Partnership (LCFP)

With an emphasis on developing a ‘first line of defence’ in tackling fraud, the 
Partnership continues to improve fraud resilience across Lincolnshire by co-
ordinating targeted fraud awareness campaigns; sharing fraud intelligence, best 
practice and expertise; delivering savings and making effective use of resources.  
Extensive and varied communication channels have been used to promote fraud 
awareness across a wide audience and increased whistleblowing traffic is 
evidence that this is working well.

The Council continues to actively contribute to the work of the Partnership.  The 
Partnership’s areas of progress include:

 Finalising arrangements to roll out identity fraud training (delivery by 
Lincolnshire Police)

 Supporting roll out of the Fraud Awareness elearning across Lincolnshire
 Working with a newly created sub-group of the Serious Organised Crime 

multi-agency board (part of the Lincolnshire Community Safety Partnership) 
 Pro-active work focussing on procurement fraud risks will conclude shortly - 

findings/and best practice will be shared

1.5 Training and Awareness

The Council’s counter fraud and corruption arrangements are robust with a clear 
strategy and a fraud response plan in place. Underpinning any preventative 
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approach should be a strong anti-fraud culture that is driven and implemented 
from the top down. It requires continuous active promotion and needs to include 
Councillors, staff, members of the public and suppliers. An anti-fraud culture 
should seek to motivate staff and ensure that they understand the importance of 
tackling fraud, are able to recognise fraud and abuse and understand how to 
report suspicions of fraud.

The most effective anti-fraud culture changes people’s attitudes and behaviours 
towards fraud, positively reinforcing their responsibility in preventing, detecting 
and reporting fraud and deterring would-be criminals from committing fraud in the 
first place.

Fraud elearning has been undertaken by officers and Members will be 
undertaking the training via a workshop scheduled for autumn.

1.6 Action Plan

The following actions are currently being undertaken:

 development of a dedicated fraud webpage on the Council’s website to inform 
members of the public of the types of fraud and its implications, advice and 
guidance to protect themselves from fraud and who to contact if they are a 
victim.  The webpage will also give residents up-to-date information on current 
scams and alerts 

 participation in a cyber security stocktake being undertaken by Local 
Government Association

 continuing to raise awareness amongst staff, stakeholders and partners about 
the risk of fraud in all areas of the Council’s business

 ongoing contribution to the work of the LCFP and supporting the delivery of 
their action plan

 continuing our commitment to the 2018/19 National Fraud Initiative Data 
matching exercises

 continue to support DWP Housing Benefit investigations
 continue to keep abreast of national developments in counter fraud work so 

that the Council can continue to respond positively to new ideas, initiatives 
and examples of best practice

1.7 Conclusion

In summary, the Council has a number of national and local processes in place 
which help to identify and tackle fraud. This is underpinned by a robust Counter 
Fraud Strategy which is regularly reviewed and updated to ensure it is in line with 
current legislation and best practice. In addition, examining the risk of fraud is 
integral to the Council’s overarching approach to governance and risk 
management. The delivery of the above action plan will help to further embed 
and strengthen the current arrangements in place.  

2. OTHER OPTIONS CONSIDERED

None.
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3. RESOURCE IMPLICATIONS 

This report has no direct impact on the Council’s resources, including finance/ 
budget, people, land/property etc.

4. RISK AND MITIGATION 

None.

5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

None.

6. CRIME AND DISORDER IMPLICATIONS

None.

7. COMMENTS OF FINANCIAL SERVICES

These are contained within the report where appropriate.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES

As part of a robust corporate governance framework, it is important that the 
Council’s Counter Fraud Strategy reflects best practice as set out in the CIPFA 
Code of Practice on Managing the Risk of Fraud and Corruption and is reviewed 
on a regular basis to monitor the outcomes of the strategy and its effectiveness.

9. COMMENTS OF OTHER RELEVANT SERVICES 

None.

10. APPENDICES

Appendix A – Counter Fraud Strategy

11. BACKGROUND PAPERS

None.
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Counter Fraud Strategy 
2018-20

Introduction
South Kesteven District Council is responsible for protecting public assets, acting in the public interest and making best 
use of resources to achieve intended outcomes.  The Council also has a legal responsibility under the Accounts and 
Audit (England) Regulations 2011 for ensuring that financial management is adequate and effective and has a sound 
system of internal control which facilitates the effective exercise of functions which includes arrangements for the 
management of risk.  The Council is determined to maintain its reputation of not tolerating theft, fraud, corruption, 
bribery or abuse of position for personal gain in any area of its organisation or activities.  It is committed to the 
prevention and detection of all forms of fraud and corruption carried out against it both internally and externally.  

The purpose of this document is to set out the Council’s strategy for developing a structured approach to the 
management of fraud and corruption risk across the organisation with the aim of minimising losses, or risk of losses, 
as a result of fraud or corruption.  The Strategy is designed to prevent losses due to theft, fraud, corruption, bribery 
and abuse of position by:

 Maintaining a ‘zero tolerance’ culture 
 Ensuring a good level of awareness of fraud risk across the organisation
 Ensuring that effective mechanisms to prevent and detect fraud are incorporated into policies and systems
 Promoting a culture of openness, integrity and accountability on the part of its Members and employees
 Eliminating, as far as possible, opportunities for theft, fraud, corruption, bribery and abuse of position to take 

place
 Establishing effective arrangements for the detection and investigation of any malpractice that does occur and for 

the imposition of appropriate sanctions against offenders
 Providing suitable information and training for Members and employees to ensure that they are aware of their 

duty and responsibility to assist the Council to achieve these objectives

In addition to the Strategy, the Council has a Counter Fraud Policy which sets out the responsibilities of senior 
management and employees for ensuring that appropriate actions are taken for the prevention and detection of fraud 
and corruption, and the procedures to be followed where fraud or corruption is detected or suspected.
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Overview of strategy
This Counter Fraud Strategy, with supporting Policy, applies to all employees, contractors and any persons or 
organisations doing business with the Council.  It applies to all aspects of the Council’s business.  In adopting this 
Strategy the Council aims to reflect the values set out in the Seven Principles of Public Life formulated by the Nolan 
Committee (Annex 1).  

The Strategy is structured on the CIPFA Code of Practice on Managing the Risk of Fraud and Corruption which consists 
of five principles, detailed overleaf, and the most up to date thinking on good governance for the public sector, the 
International Framework:  Good Governance in the Public Sector (2014).  It is in the International Framework that there 
are the clearest links to the principles in the Code.  The International Framework states:

Governance comprises the arrangements put in place to ensure that the intended outcomes for 
stakeholders are defined and achieved.

The fundamental function of good governance in the public sector is to ensure that entities achieve 
their intended outcomes while acting in the public interest at all times.

Good governance is characterised by robust scrutiny, which places important pressures on improving 
public sector performance and tackling corruption.

When considering the Code against the International Framework there are two clear messages:  the importance of 
achieving intended outcomes and acting in the public interest and being seen to do so.  It is clear from the outset that 
good governance cannot be achieved if the fraud and corruption risks faced are unacknowledged or inadequately 
addressed.

CIPFA Code of Practice on Managing the Risk of Fraud and Corruption
This Strategy is structured on the CIPFA Code of Practice on Managing the Risk of Fraud and Corruption which consists 
of five principles:

The governing body should acknowledge its responsibility for ensuring that the 
risks associated with fraud and corruption are managed across all parts of the 
organisation

Acknowledge 
responsibility

Fraud risk identification is essential to understand specific exposures to risk, 
changing patterns in fraud and corruption threats and the potential consequences 
to the organisation and its service users

Identify risks

An organisation needs a counter fraud strategy setting out its approach to 
managing its risks and defining responsibilities for actionDevelop a strategy

The organisation should make arrangements for appropriate resources to support 
the counter fraud strategyProvide resources 

The organisation should put in place the policies and procedures to support the 
counter fraud and corruption strategy and take action to prevent, detect and 
investigate fraud

Take action
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Counter Fraud Assessment Tool
In addition to the Code there is a Counter Fraud Assessment Tool which has been designed to help measure counter 
fraud arrangements against the Code.  This will be particularly useful for the Annual Governance Statement which 
should include an evaluation of the adequacy of counter fraud arrangements.

The Assessment Tool has been designed to:

 Follow the counter fraud code principles (68 questions across the five principles)
 Provide evidence and examples to describe good practice
 Focus on performance not compliance
 Provide an overall rating and identification of areas for improvement
 Provide an auditable, evidenced statement

The Council will undertake regular self-assessments utilising the Assessment Tool in order to evaluate the 
development and integration of the counter fraud arrangements.  This will also provide useful monitoring on further 
embedding initiatives.  It is recommended that officers utilise this tool to assess the current reality and to track 
progression against the agreed actions.

Monitoring
This Strategy forms part of the Council’s arrangements for Corporate Governance.  There is a requirement for the 
Council to monitor the outcome of the Strategy and review its effectiveness.  As such the Strategy is periodically 
reviewed, updated and reported to the Governance and Audit Committee.

Finally, the Code states that when making reference about adherence to the Code within the Annual Governance 
Statement, the level of conformance should be assessed and therefore is approved by the person responsible for 
signing off the Annual Governance Statement.

Lincolnshire Counter Fraud Partnership
The Council is part of the Lincolnshire Counter Fraud Partnership which was established to create the framework for 
a county-wide anti-fraud approach.  It provides a forum for counter fraud specialists and subject area experts from 
Lincolnshire County Council and the seven district councils to develop and deliver proactive exercises and investigate 
fraud.  The key aims of the Partnership are to: 

 deliver proactive joint fraud exercises across Lincolnshire
 deliver savings and achieve outcomes which will reduce fraud within the county
 develop and deliver an effective coordinated fraud awareness programme
 share intelligence, investigative resource, expertise and best practice 

The governance arrangements of the Partnership are approved and overseen by the Chief Finance Officer Group.

Prevention, including deterrence and detection
The Council recognises the importance of protecting its assets through a planned programme of work directed at 
deterring fraud.

Internal audit will consider fraud risk, where relevant, in all of the audits it undertakes, as well as carrying out an 
ongoing programme of audits in spend and revenue areas which, whilst not necessarily high value, are particularly 
susceptible to fraud risk. In addition, as part of the Lincolnshire Counter Fraud Partnership, there is an ongoing fraud 
prevention plan including targeted prevention, deterrence, detection and fraud risk assessment activity.
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Wherever possible, the results of fraud investigations, including any judicial action taken, will be reported both 
internally and externally as part of the deterrence process. 

National Fraud Initiative (NFI) 
The Council participates in the National Fraud Initiative (NFI) which is a sophisticated data matching exercise that 
matches electronic data within and between participating bodies to prevent and detect fraud.  The Council may also 
participate in similar initiatives run by other bodies such as the Inland Revenue.    

This section acts as notification to employees that their data will be provided, upon request, to comply with the 
requirements of the NFI and in conjunction with the Fair processing Notice.    

Participants in the NFI data matching exercise must inform individuals that the individual’s data will be processed as 
required by the General Data Protection Regulations 2018.  This is known as the Privacy Notice.  The Privacy Notice, 
which is published on the Council’s website, must clearly set out an explanation that the individual’s data may be 
disclosed for the purpose of preventing and detecting fraud, and that their data will be provided for this purpose, as 
well as how to obtain more information about the processing in question.  

Training and awareness
The Council is committed to ensuring all staff are aware of their responsibilities with regard to preventing fraud and 
corruption, and will ensure that there is an on-going training and awareness programme for staff to minimise the risk 
of fraud and corruption. The Council also recognises that the organisation is exposed to risk from external partners 
and suppliers and will ensure there is an on-going programme of awareness to ensure external partners and suppliers 
understand the Council’s commitment to protect its funds against fraud and corruption.  

Investigation
The Council is committed to investigating all suspected occurrences of fraud and corruption. Investigations will be 
undertaken in accordance with the Fraud Response Plan. Updates on fraud investigation work will be provided to 
Corporate Management Team and Governance and Audit Committee where appropriate. 

Identification of systemic issues and lesson learnt
Internal Audit will ensure that controls and/or systemic issues identified during audits are reported in order that similar 
occurrences are prevented in the future and any lessons learnt are effectively managed.

Sanctions
The Council is committed to pursuing all possible sanctions for proven cases of fraud and/or corruption. The Council 
will pursue internal disciplinary, criminal and civil sanctions where there is evidence to support the occurrence of fraud 
and/or corruption.

Recovery of losses
The Council is committed to seeking to minimise any potential loss due to fraud and/or corruption. In all cases of 
suspected fraud the Council will take action to minimise the risk of further loss. In all cases of proven fraud and/or 
corruption the Council will take action where it is available to seek to recover any funds lost due to fraud.
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Conclusion
The Council expects staff at all levels to lead by example in ensuring adherence to legal requirements, rules, policy and 
practices. The Council also expects that individuals and organisations with whom it deals will act towards the Council 
with integrity and without thought or actions involving fraud and corruption.

The Council has put in place this Strategy to assist in the fight against fraud and corruption. These arrangements will 
be kept under review to ensure that all opportunities to take advantage of developments in techniques for preventing 
and detecting fraudulent or corrupt activity are maximised. This Strategy fully supports the Council's desire to maintain 
a culture of openness, fairness, trust and dignity; free from fraud and corruption.
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Counter Fraud Policy
Introduction 
The Council is committed to promoting an environment of effective corporate governance (the way in which we 
manage our affairs) through the openness, integrity and accountability of its Members and employees.

The purpose of this policy is to outline the responsibilities for ensuring that appropriate actions are taken for 
preventing, detecting and deterring fraud, corruption, bribery or other irregularity and sets out the procedures to be 
followed where fraud or corruption is detected or suspected.

The policy underpins the commitment already made by the Council to provide the highest quality of services to all of 
our residents and customers by:

 Instilling an anti-fraud culture and demonstrating a zero-tolerance approach
 Promoting clear and positive community leadership
 Consulting with and listening to local people in its planning and decision making
 Making the most efficient and effective use of public resources through the rigorous application of value for money 

principles
 Encouraging co-operative and partnership working with public, private and voluntary organisations
 Supporting, valuing and developing its Members and staff thereby enabling them to contribute to the continuous 

improvement of the quality of services

Related documentation that supports the Counter Fraud Policy:

 Whistleblowing Policy
 Fraud Response Plan
 Code of Conduct 
 Housing Benefit and/or Council Tax Support Counter Fraud Policy
 Anti-Money Laundering Policy
 Information Security Policy
 Acceptable Use of ICT Assets Policy
 Right to Buy procedures

Responsibilities
The following senior officers have statutory responsibilities for regulating the conduct of the Council:

 Chief Executive is responsible for the overall management and direction of the Council
 Section 151 Officer is responsible for the financial management and financial probity of the Council
 Monitoring Officer is responsible for the legal probity of the Council

The Chief Executive, Strategic Directors and Assistant Directors have responsibility for the proper organisation and 
conduct of their services.  The Council expects them to maintain an environment in which employees and others feel 
comfortable in raising issues relating to the way in which business is conducted.

The Council expects and requires all of its employees to display honesty and integrity in their personal dealings with 
the Council, both as members of staff and as users of Council services.  The good sense and alertness of employees 
can also prove vital in drawing management attention to any areas of system weakness which could provide 
opportunities for fraud. 
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The Council also expects and requires all individuals and organisations (such as contractors, voluntary bodies and 
service users) with which it comes into contact, to act towards the Council with honesty and integrity. 

All Members and employees must always ensure that they avoid situations where there is potential for a conflict of 
interest.  Such situations can arise with externalisation of services, licensing, tendering, planning and land issues.  
Effective role separation will ensure that decisions are seen to be based on impartial advice and avoid concern about 
the improper disclosure of confidential information.

Members of the Council
All Members of the Council are required to comply with relevant legislation, with the Member Code of Conduct and 
with the Council’s Standing Orders including those relating to Finance and Contracts.  These are set out in the Council’s 
Constitution.

Members sign to indicate that they have read and understood the Member Code of Conduct when they take office.  
Conduct and ethical matters are specifically covered within Members’ induction and refresher training.

Members are required to register disclosable pecuniary interests in the Register of Members’ Interests maintained by 
the Monitoring Officer.  Members are responsible for ensuring that the information recorded about them in the 
Register is kept up to date.

Members are required, at the earliest opportunity, to declare disclosable pecuniary interests in respect to matters 
being discussed at meetings of full Council, the Cabinet, Committees, Boards and Panels.  They are also expected to 
comply with the Member Code when representing the Council on external bodies.

Members are required to declare the receipt of all gifts and hospitality over the value of £50 in a separate Register 
maintained by the Monitoring Officer.  Items of a lower value can also be entered in the Voluntary Register.

Member behaviour is also governed by the Planning Code of Good Practice and the Member/Officer Relationship 
Protocol, which form part of the Constitution.

The Council has arrangements in place to ensure the good conduct of Members.  The Monitoring Officer, an 
Independent Person appointed by Council and a review board of councillors, discharge this function.

Employees
A key preventative measure is for managers to take effective steps at the recruitment stage to establish, as far as 
possible, the suitability, honesty and integrity of potential employees.  Temporary and contract appointments need to 
be considered in this context as well as permanent appointments.  

Managers should consider whether criminal records checks are appropriate for particular appointments.  Further 
advice on the relevant procedures can be obtained from the Monitoring Officer and/or Human Resources.

The Council’s Code of Conduct for Employees sets out the Council’s expectations and requirements for personal 
conduct including a policy statement on personal interests.  Employees are reminded that they should not use their 
professional position within the Council to seek advantage.  A copy of the Employee Code of Conduct is available on 
the intranet and reproduced within the Constitution.

Employees must declare to the Monitoring Officer any pecuniary and/or non-pecuniary interests in Council contracts 
in accordance with Section 117 of the Local Government Act 1972.

Employees are not permitted to accept any fees or rewards whatsoever other than their proper remuneration.  Where 
any gifts, other than small value gifts freely available at conferences/seminars etc, or hospitality are accepted on behalf 
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of the Council these must be recorded in the appropriate Gifts and Hospitality Register which is maintained by the 
Monitoring Officer.

The Council has Disciplinary Procedures in place which are applicable to all employees.  This procedure will be used in 
the event of any action taken against an employee of the Council.

         
All managers must actively promote the Council’s counter fraud culture.  They must pay particular attention to cases 
where employees, for example, do not regularly take annual leave and to situations where recognised checking 
mechanisms have broken down due to sickness or vacancies.  Such situations could point to the existence of, or lead 
on to, fraud, corruption and bribery.

The Monitoring Officer
The Council has designated the Solicitor to the Council as being its Monitoring Officer in accordance with the 
requirements of the Local Government Act 2000.  The Monitoring Officer is under a duty to report to the Council if at 
any time it appears to them that any act, proposal, decision or omission by the Council is contrary to law.

Financial systems and procedures
The Council has appointed the Strategic Director - Resources and the Assistant Director - Resources as the officers 
responsible for making arrangements for the proper administration of its financial affairs under the provisions of 
Section 151 of the Local Government Act 1972.  

These officers also have responsibilities under Section 114 of the Local Government Act 1988 to make a formal report 
to the Council in the event that it appears to them that it has incurred, or may incur, unlawful expenditure or 
expenditure in excess of the resources available to the Council.

The Council’s approved financial procedures are set out in:

 Financial Regulations and accompanying guidance notes
 Standing Orders in Relation to Contracts (linked to the Council’s Contract and Procurement Procedure Rules).

These procedures are binding on all employees and on all Members of the Council.  

It is the responsibility of Strategic Directors, Assistant Directors and Heads of Service to ensure that the procedures 
operated by their staff comply with the requirements set out in these two documents.  Advice can be obtained from 
the Assistant Director - Resources whenever needed.

The Financial Regulations form the basis on which systems have been designed to cover all aspects of the Council’s 
financial administration.  A key element is the requirement for separation of duties to ensure that errors and 
opportunities for fraud are minimised.  Assistant Directors and Heads of Service are responsible for ensuring that the 
financial systems used within their service areas are properly followed and documented, and that the appropriate 
controls are maintained.

In accordance with the requirements of the Accounts and Audit Regulations, the Council maintains an effective internal 
audit service.  The Council’s internal audit service is supplied on a contract basis.

Internal audit provide an independent review as to whether financial systems are being operated in an appropriate 
and effective manner.  Any weaknesses identified are reported to management who have the duty to take corrective 
action.  All internal audit reviews are also reported to Governance and Audit Committee.

It is a requirement that Local Authorities alert all acts of fraud and/or corruption exceeding £10,000 in value.  The 
Council’s Assistant Director - Resources will co-ordinate the completion of the appropriate documentation which will 
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be sent to External Audit.  Managers are required to notify the Assistant Director Resources of all acts of fraud and/or 
corruption exceeding £10,000 in value and complete the relevant paperwork. 

Housing Benefit and Council Tax Support
Housing Benefit fraud investigations are undertaken by the Department of Work and Pensions (DWP) with the support 
of the Single Fraud Investigation Service.  Council Tax Support fraud is investigated by the Counter Fraud Officer.  The 
Council recognises it faces challenges in ensuring the financial integrity of the benefits system, whilst maintaining a 
quality service for law abiding applicants and landlords.  

IT Security
The Council’s IT arrangements are designed to ensure the secure use of systems for their approved purposes.  Specific 
policies have been developed to regulate the following areas of risk:

 Unauthorised access to and use of Council equipment and systems
 Disclosure of confidential information
 Importing of unapproved data and programs
 The threats posed by virus infections
 Improper use of emails and the internet

External Safeguards
The Council’s external auditors are required to comply with their own Code of Audit Practice. 

The Council is committed to maintaining a positive and constructive relationship with its external auditors.  The Code 
emphasises the responsibility of the authority’s own management to prevent and detect fraud, corruption and bribery.  
An important part of the role of external audit is to review the effectiveness of the Council’s arrangements for meeting 
this responsibility.

The Council co-operates with other local authorities and other bodies in combating fraud, corruption and bribery.  
Data may be exchanged with these organisations where appropriate and subject to compliance with the General Data 
Protection Regulations 2018.  These bodies include:

 The Council’s External Auditor
 Chartered Institute of Public Finance and Accountancy
 The Local Government Ombudsman 
 HM Revenue and Customs
 Lincolnshire Police
 The Department for Work & Pensions (DWP)
 Ministry of Housing, Communities and Local Government (MHCLG)
 Other local authorities

Information obtained direct from members of the public is also important in bringing issues to the Council’s attention.  
This can include complaints lodged under the Council’s complaints procedure and questions raised with the External 
Auditor during the audit of the Council’s accounts.

Money laundering 
Any service within the Council that receives money from an external person or body is potentially vulnerable to a 
money laundering operation.  The need for vigilance is vital and if there is any suspicion concerning the 
appropriateness of a cash transaction this must be reported to the Assistant Director - Resources, the Council’s 
nominated Money Laundering Reporting Officer, without alerting the payee.   
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The possibility of money laundering through corporate borrowing and lending is minimised through the application of 
best practice in the Council’s Treasury Management Function.  The Council’s Treasury Management Strategy complies 
with the CIPFA (Chartered Institute of Public Finance & Accountancy) publication, Treasury Management in the Public 
Services – Code of Practice and Cross Sectoral Guidance Notes.  

The Council’s Legal & Democratic team have their own professional guidance in relation to Money Laundering which 
places a duty on solicitors to report any suspicions.  These may override their legal professional privilege and 
confidentiality. 

Prevention
The Council recognises that prevention is better than cure.  Fraud, corruption and bribery will be minimised where 
proper procedures are followed, sound financial systems are in place and effective arrangements are made for 
oversight and monitoring.

The Council has developed a comprehensive network of procedures and systems to provide deterrence against fraud, 
corruption and bribery and to assist in their detection.  These include Right to Buy procedures to verify the source of 
funds to counteract money laundering. These arrangements will be reviewed and developed as necessary to keep pace 
with future developments.

The Council has compiled a Fraud Risk Register which highlights key areas of focus within an action plan.  This will be 
reviewed and revised as appropriate, in order to monitor and keep up to date with new and emerging fraud risks.

Raising concerns
Anyone who has a genuine concern about potential fraud, corruption, bribery, or weak financial systems within the 
Council is encouraged to bring it to the Council’s attention (in confidence) through any of the following channels:

 The Chief Executive
 The Section 151 Officer
 Assistant Director Resources 
 The Monitoring Officer
 Any other Strategic Director or Assistant Director
 Governance & Risk Officer
 Counter Fraud Officer
 The Council’s internal auditors

All of the above are required by the Council to take such concerns seriously and to ensure that they are properly 
investigated.

If there is uncertainty as to the extent of the problem identified it should still be reported.  What appears, on initial 
consideration, to be only a minor incident can sometimes turn out to be much more serious after investigation.  

The only circumstance in which someone raising an issue could face criticism or, in the case of employees disciplinary 
action, is where a malicious or vexatious allegation has been made which is known to be untrue.  

If, for any reason, it is not possible to raise your concern through any of the contacts listed above, the following can 
also be approached:

 A councillor (name and telephone numbers are available on the internet/intranet or from Legal & Democratic)
 The External Audit Manager (the external auditor is not a Council employee and is not subject in any way to the 

Council’s control).  Telephone:  020 73835100
 The Local Government Ombudsman.  Telephone: 01904 380200

The Council has adopted a Whistleblowing Policy to encourage and enable members of staff to raise serious concerns.  
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In addition, members of the public are encouraged to report any concerns.  If any person genuinely believes that 
someone is committing a crime they should immediately report their suspicions. 

Lincolnshire Councils now have one confidential hotline and email address: 

0800 0853716
whistleblowing@lincolnshire.gov.uk

Detection and investigation 

Detection
Internal control procedures are designed to deter fraud and can also provide indicators of where fraudulent activity 
may be occurring.  Where large amounts of data are involved statistical analysis can also highlight individual 
transactions that fall outside normally expected parameters and are worthy of examination.    

It is often the alertness of Members, employees and members of the public to potential fraud that enables detection 
to occur and appropriate action to take place.

All employees have a duty to report suspected irregularities to their Head of Service or through the other channels 
that are set out in this Strategy.  It is essential that these channels are seen to be fully supported by all managers.   

Investigation
Strategic Directors, Assistant Directors and Heads of Service must report all instances of potential fraud or corruption 
immediately to the S151 Officer or Assistant Director - Resources.  This duty applies even where the amount of money 
involved may appear to be relatively trivial as an apparently minor matter can turn out to be much more significant 
after investigation.

In consultation with the Chief Executive, the Section 151 Officer/Assistant Director - Resources will determine how a 
potential instance of fraud or corruption will be investigated.  The options available to them include:

 Conducting an internal investigation by Council staff 
 Asking Internal Audit to investigate
 Asking the External Auditor to investigate
 Referring the matter to the Police

The Council may also work in co-operation with one or more of the following bodies who will assist in scrutinising the 
Council’s systems and defend against fraud, corruption and bribery: 

 Local Government Ombudsman
 Central Government Departments, Inspectorates
 HM Customs and Excise

 HM Revenue & Customs
 Department For Works and Pensions
 Police

Whichever investigation route is chosen senior management will ensure the full co-operation and support of Council 
staff.  Council contractors will also be expected to co-operate with an investigation where appropriate.

Where an investigation includes reference to the actions or conduct of Members full cooperation will be expected 
from the Members concerned.

All investigations undertaken by the Council will comply with relevant legislation and codes of practice, in particular:
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 Police and Criminal Evidence Act 1984
 Criminal Procedure and Investigations Act 1996
 Human Rights Act 1998
 Regulation of Investigatory Powers Act 2000 (RIPA) – limited use and confined to serious crime only as directed by 

local Magistrates
 General Data Protection Regulations 2018

Specific investigation procedures involving direct or covert surveillance carried out by Council employees or agents 
will be properly authorised, documented and reported in accordance with RIPA.  Employees are expected to fully 
comply with the Surveillance Guidelines and Procedures issued by the Council.

Investigations will also have full regard to the provisions of the Council’s Equalities Policy.  Where the outcome of an 
investigation indicates improper conduct on the part of an employee the Council’s disciplinary procedures will be 
applied.  Referral of any matter to the Police will not be a bar to disciplinary action.

Where financial impropriety is discovered or suspected the Council may call the Police in.  Following a Police 
investigation the Police themselves and the Crown Prosecution Service will determine whether to pursue a criminal 
prosecution.

Where a suspected irregularity is material, or could seriously affect the reputation of the Council, then The Leader, 
The Deputy Leader and the relevant Cabinet Member must be informed.

The type and nature of reports to management will vary according to the type of alleged fraud being investigated.  
These reports, although confidential, may need to be forwarded to specified individuals, for example, the Police and 
other Government Agencies.

The Council may initiate prosecutions in the case of benefit fraud, as detailed in its Housing Benefit and/or Council Tax 
Reduction Counter Fraud Policy.  The Council may also decide to initiate civil legal action to recover any losses it has 
suffered. 

Where a court conviction has been secured the Council will normally issue a press release to assist the local media in 
covering the story.  The Council believes that such publicity can serve as a deterrent to the commission of other 
offences.

Training and awareness
The Council recognises that the continuing success of the Counter Fraud Strategy will depend to a considerable extent 
on the effectiveness of its training programmes and the responsiveness of its Members and employees.  With that in 
mind, training programmes will be used to reinforce counter fraud awareness throughout the authority.

Member induction courses will stress the need for Members to set the tone for the authority by full compliance with 
ethical and conduct standards.

Strategic Directors, Assistant Directors and Heads of Service are reminded of their special responsibility for ensuring 
that opportunities for fraud, corruption and bribery are minimised within their areas of responsibility and, that where 
such problems are suspected, they are promptly reported to the S151 Officer or Assistant Director - Resources.

Induction courses for employees do generally include some coverage of conduct issues including conflicts of interest, 
gifts and hospitality, and an explanation of the Whistleblowing Policy, although this should be explained in more detail 
by the Line Manager.

For employees involved in internal control systems the importance of adhering to authorised procedures, particularly 
in relation to separation of duties, is stressed.
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Annex 1:  Seven Principles of Public Life 
As formulated by The Nolan Committee (The Committee on Standards in Public Life) 

Holders of public office should act solely in terms of the public interestSelflessness

Holders of public office must avoid placing themselves under any obligation to 
people or organisations that might try inappropriately to influence them in their 
work.  They should not act or take decisions in order to gain financial or other 
material benefits for themselves, their family, or their friends.  They must declare 
and resolve any interests and relationships

Integrity

Holders of public office must act and take decisions impartially, fairly and on 
merit, using the best evidence and without discrimination or biasObjectivity

Holders of public office are accountable to the public for their decisions and 
actions and must submit themselves to the scrutiny necessary to ensure thisAccountability

Holders of public office should act and take decisions in an open and transparent 
manner.  Information should not be withheld from the public unless there are 
clear and lawful reasons for so doing

Openness

Holders of public office should be truthfulHonesty

Holders of public office should exhibit these principles in their own behaviour.  
They should actively promote and robustly support the principles and be willing 
to challenge poor behaviour wherever it occurs

Leadership
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Annex 2:  Definitions

Fraud
There are many definitions of fraud but the Serious Fraud Office states that:

Fraud is a type of criminal activity, defined as an abuse of position, or false representation, or 
prejudicing someone’s rights for personal gain. Put simply, fraud is an act of deception intended for 
personal gain or to cause a loss to another party.

The many definitions of fraud all include reference to an act of “deception” and the Fraud Act 2006 (while not providing 
a clear definition of the term fraud) states that, for there to be fraud, the fraudster must intend to ‘make a gain for 
himself or another, or cause loss to another or to expose another to a risk of loss’. The Act further states that this must 
be conducted in a dishonest way.  (Annex 3 is a summary of The Fraud Act).

Corruption
Corruption also has a number of definitions. Transparency International states that corruption is ‘the abuse of 
entrusted power for private gain’.

Bribery
The Bribery Act 2010: Quick Start Guide (Ministry of Justice) defines bribery as ‘giving someone a financial or other 
advantage to encourage that person to perform their functions or activities improperly or to reward that person for 
having already done so. So this could cover seeking to influence a decision-maker by giving some kind of extra benefit 
to that decision maker rather than by what can legitimately be offered as part of a tender process’.  (Annex 4 is a 
summary of The Bribery Act).
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Annex 3:  Summary of The Fraud Act 2006
There are a number of other areas that are not included within this summary.  This summary focuses on those issues 
that are more likely to affect fraud within the public sector.

Section 1 – Fraud
A person is guilty of fraud if he/she is in breach of any of the Sections listed in subsection (2) which provide for different 
ways of committing the offence.

The Sections are:

• Section 2 – Fraud by false representation
• Section 3 – Fraud by failing to disclose information
• Section 4 – Fraud by abuse of position
• Section 7 – Making or supplying articles for use in fraud

Maximum penalty is imprisonment for a term up to 10 years. 

Section 2 – Fraud by false representation
A person is in breach of this Section if he/she:

• Dishonestly makes a false representation; and
• Intends, by making the representation to make a gain for himself or another, or to cause loss to another or to 

expose another to a risk of loss

Explanatory notes:
• Note a gain need not have taken place, intent suffices
• ‘Gain’ includes keeping what one has, as well as a gain by getting what one does not have
• ‘Loss’ means not getting what one might get, as well as losing something that one has
• Importantly the loss can be permanent or temporary (previously the onus was on intention to permanently 

deprive)

A representation is false if:
• It is untrue or misleading; and
• The person making it knows that it is, or might be, untrue or misleading
• The term ‘representation’ is defined under s.2 (3) of the Act as any representation as to fact or law, including a 

representation as to the state of mind of the person making it, or any other person

Subsection (4) states the representation may be expressed or implied.

Subsection (5) states a representation may be regarded as made if it (or anything implying it) is submitted in any form 
to any system or device designed to receive, convey or respond to communications (with or without human 
intervention).  

Section 3 – Fraud by failing to disclose information
A person is in breach of this Section if he/she:

• Dishonestly fails to disclose to another person information which he is under a legal duty to disclose; and
• Intends, by failing to disclose the information, to make a gain for himself or another, or to cause loss to another 

or to expose another to a risk of loss
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Explanatory notes:
This section applies to all parties where a person is under a duty to disclose something and by not doing so could 
create some gain or where the failure to disclose causes a loss or puts another at a risk of a loss.

Section 4 – Fraud by abuse of position
A person is in breach of this Section if he/she:

• Occupies a position, in which he is expected to safeguard, or not act against, the financial interests of another 
person

• Dishonestly abuses that position; and
• Intends, by means of the abuse of that position to make a gain for himself or another, or to cause loss to another 

or expose another to a risk of loss

Explanatory notes:
S.4 (2) A person may be regarded a having abused his position even though his conduct consisted of an omission rather 
than an act.  This offence focuses on those persons who are in positions of financial trust and have insight and possibly 
control of another’s financial situation. There will be some form of relationship or agreement between both parties 
for the offence to operate:  the relationship can be one of client, employee, family, trustee and beneficiary or simple 
trust. Although the offence focuses on the area of finance of the victim, it appears by the wording of the section that 
the actual gain to the offender may not be monetary, although it invariably will be.

Section 7 – Making or supplying articles* for use in frauds
Under section (1) a person is guilty of an offence if he makes, adapts, supplies or offers to supply any article:

• Knowing that it is designed or adapted for use in the course of or in connection with fraud or
• Intending it to be used to commit, assist in the commission of, fraud.

*An article includes any program or data held in electronic form, and can also include anything that can be used to 
make, alter, remove, supply or store something by electronic means in connection with fraud.
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Annex 4:  Summary of The Bribery Act 2010

Corruption
Where someone is influenced by bribery, payment or benefit-in-kind to unreasonably use their position to give some 
advantage to another.

Irregularity
An irregularity may be any significant matter or issue, other than fraud or corruption, which may warrant consideration 
or investigation.  An example of an irregularity may be where a member of staff makes a genuine error or mistake in 
the course of their duties/responsibilities but where this error or mistake is subsequently hidden perhaps to the on-
going detriment of the Council.   Additionally, an irregularity may involve consideration of the possible inappropriate 
use of the Council funds or assets which may or may not constitute fraud, theft or corruption.

Bribery
The Bribery Act 2010 reforms the criminal law to provide a new, modern and comprehensive scheme of bribery 
offences that will enable courts and prosecutors to respond more effectively to bribery at home or abroad.  The Bribery 
Act will apply to all organisations based or operating in the UK.  The Act covers all forms of bribery, directly or indirectly, 
whether or not it involves a public official in the UK or abroad.  There are offences for individuals and a corporate 
offence for organisations and partnerships.  Penalties for non-compliance are serious.  In the past bribery has been 
viewed within the definition given above for corruption.

The Bribery Act introduces four main offences:
Note – A ‘financial’ or ‘other advantage’ may include money, assets, gifts, hospitality or services.

1. Offences of bribing another person – A person is guilty of an offence if he/she offers, promises or gives a financial 
or other advantage to another person.

2. Offences relating to being bribed – A person is guilty of an offence if he/she requests, agrees to receive or accepts 
a financial or other advantage.  It does not matter whether the recipient of the bribe receives it directly or through 
a third party, or whether it is for the recipient's ultimate advantage or not.

3. Bribery of a foreign public official – A person who bribes a foreign public official is guilty of an offence if the 
person’s intention is to influence the foreign public official in their capacity, duty or role as a foreign public official.

4. Failure of commercial organisations to prevent bribery – Organisations, which includes Local Authorities, must 
have adequate procedures in place to prevent bribery in relation to the obtaining or retaining of business. 

Further information may be obtained from the internet under ‘Bribery Act 2010’.   To protect yourself and the Council, 
any Council Officer who is offered a bribe by way of money, assets, gifts, hospitality or services must advise their line 
manager immediately.  All gifts and hospitality must be declared and registered. 

Abuse of position for personal gain 
Defined as: “making, contributing to or influencing a decision of the authority to take or to avoid any action, when 
such a course is motivated by improper consideration of financial or other advantage for the individual concerned or 
for any other person.”
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SUMMARY

During the recent cold spell, the Council received 333 reports of frozen condensate pipes, 
this represents 7% of the council’s stock that have been fitted with domestic gas heating 
systems.

At their meeting of 22nd March 2018 members of the Governance & Audit Committee 
raised concerns relating to the number of callouts during the recent cold spell due to 
issues dealing with frozen condensate pipes.

Members resolved that they be provided with a further update on how the issue arose 
and what options there were to remedy the fault.

In addition, members asked how the Council acts on the information received from the 
gas contractor, how this information is sent to the Council and what procedure is in place 
to deal with them.

At the March meeting members were updated on the contract monitoring process in place 
and the frequent contract meetings that take place with Liberty on operational issues,

A further verbal update on the monitoring of Liberty and the issues experienced with the 
frozen condensate pipes during the winter was given by the Assistant Director Housing 
at the meeting of the Governance & Audit Committee on 25th July 2018.

He further informed the Committee that an update report would be presented to the 
next meeting of the Committee to provide greater detail on the work being undertaken 
to mitigate the risk of the issues arising again in the future.

RECOMMENDATION
That members of the Governance & Audit Committee:

1. Consider and note the update provided in regards to the issues relating to the 
frozen condensate pipes and the contract monitoring arrangements for the gas 
services contract. 

1. BACKGROUND TO REPORT

1.1 All properties affected by frozen condensate pipes were dealt with within a 5-day 
period, with a majority been addressed within a 3-day period.

1.2 In regards to the cost of dealing with the frozen pipes, the current contract with 
Liberty includes dealing with frozen condensates, therefore financially there 
was no additional cost incurred, however, there were clear implications for 
some of our tenants who had no heating during the period the boilers were 
inoperative whilst frozen. 
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1.3 The clause relating to frozen condensates will remain for the duration of the 
current contract (expires March 2022, with a possible 2 years’ extension) and will 
be included in any future contracts.

1.4 The boilers that are used are Worcester Bosch that are tested to -15 degrees for 
a 3-hour period by the manufacturer. This represents the higher level of extreme 
testing. However, during the period when the condensate pipes froze the wind 
chill factor in the evening temperatures in South Kesteven dropped well below 
this figure. 

1.5 In response to these events, members are asked to note the following action 
points designed to mitigate the problems incurred: -

 All boilers have been installed according to manufacturer’s instructions. 
Where possible this includes terminating condensate pipes internally to 
eradicate the risk of freezing. Where this is not possible pipes are run as close 
to vertical as possible. 

 For the boilers that were affected by extreme temperatures, officers are 
looking to install devices to enable the water to be discharged internally by 
the tenant and/or heat tracers on the equipment to heat the pipe. The pipes 
have been repaired using a compressed connection unit rather than a 
soldered connection to allow easy disconnection and discharge of 
condensation in the pipe internally if an issue arises in the future.

 The manufacturers have altered the design of the condensate outlet, from 
trickle feed to a volume dump, (smaller volumes have more potential to 
freeze). The increase of the pipe from 21.5mm to 32mm, will provide further 
resilience to any freezing.

 All new fitted boilers have a condensate trap that sits around the heating flow 
pipe. Therefore, when the heating is on, it heats the pipe so that the water is 
discharged at a higher temperature to reduce the risk of freezing.

1.6 Officers will continue to work with our contractor and the boiler manufacturers to 
explore further advances in this area given that extreme cold weather may be a 
more regular occurrence.

1.7 Contract monitoring meetings are held with the gas services contractor on a 
monthly basis. The regular contract meetings cover operational, technical and 
performance matters and monthly valuations and payments. Issues arising from 
lessons learned also form part of the discussions when necessary and quarterly 
‘open book’ contract meetings are also held with the contractor.

1.8 Feedback from the contractor is communicated as part of the discussions at the 
above meetings or, in more urgent cases via phone or e-mail. Details of any 
issues arising are recorded by the Council’s Repairs team and any evolving 
themes relating to operational or technical problems are assessed and where 
possible corrective action implemented. 
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In urgent cases, the Mechanical and Electrical (M & E) Manager will implement
the measures necessary to deal with the issues arising. 

2. RESOURCE IMPLICATIONS 

There are no resource implications arising from this report.

3. RISK AND MITIGATION 

Risk has been considered as part of this report and any specific high risks are 
included in the table below:

Category Risk Action / Controls

4. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

None

5. CRIME AND DISORDER IMPLICATIONS

None

6. COMMENTS OF FINANCIAL SERVICES

6.1 The current contract is subject to pre- approved maintenance rates and boiler 
replacement values. As mentioned in section 1.6 regular contract meetings 
include agree monthly valuations and payments in line with the contract terms.

7. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES

7.1 The contract with Liberty Gas covers annual gas safety maintenance and the 
replacement boiler programme. Clauses in the contract exist for the Council to 
take action to address poor performance by the contractor.

8. COMMENTS OF OTHER RELEVANT SERVICES 

None

9. APPENDICES

None

10. BACKGROUND PAPERS

           None
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